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ABSTRACT

Since the concept of Cloud computing is proposed, it has been a decade. At present,
the worldwide commercial cloud computing business has entered an important period of
vigorous development. Meanwhile, cloud computing is gradually regarded as the IT in-
frastructure for storing data and deploying services. However, due to the characteristics
of multi-tenant dynamic aggregation and boundary decentralization, cloud computing
platform is inherently hard to resist the security threats brought by sharing computing
resources between virtual machines (VM). Among them, cross-virtual machines side
channel threats are the first to bear the brunt of a co-located attacker. Because of
“virtual isolation but physical coexistence” characteristics in cloud which allows virtual
machines to share most of the resources in the same physical host, malicious virtual
machines will destroy data confidentiality and resource availability, causing serious se-
curity problems, which will do great harm to large-scale business users and ordinary
cloud tenants. This thesis focuses on protecting the virtual machine from timing-based
side channel attacks on the cloud platform, and elaborates the related research back-
ground and basic knowledge. Aiming on cross-virtual machine side-channel attacks,
the thesis studies the virtual machine co-resident solution in commercial cloud platform
to guide the later avoidance; makes use of hardware-assited virtualization technology
and event correlation algorithm to detect the presence of the timing covert channel;
takes advantage of virtual machine introspection and CPU hardware features to locate
side-channel threats; Finally, leverages CPU hardware features to build a dynamic time

blurring system to support side channel defense. The specific contents include:

(1) Construction and optimization schemes for side channel attacks in cloud have
been proposed. Side channel based on microprocessor architecture is very common in
multi-user computer systems. However, in a noisy production cloud environment, only
one branch of side channels exists — the timing-based side channel. Virtual machine

migration, vCPU scheduling and Hypervisor activities adds a lot of noise to this “only”
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timing-based side channel and poses challenges to channel construction and precise

synchronization.

This thesis studies two typical cross-VM timing channels: the Last Level Cache-
based channel and the memory bus contention-based channel, and gives a series of
construction and optimization schemes. These schemes can overcome the difficulties of
channel construction in virtualization environments, making full use of the characteris-
tics of the channel carrier, greatly enhancing the accuracy of channel transmission, and

can be adopted for attacks in the real cloud environment.

(2) A comprehensive virtual machine co-residency scheme has been proposed. “For
workers to be good, must first sharpen.” If an attacker intends to implement an attack
on a cloud computing platform, he/she must first make the attacker virtual machine

co-located with the target virtual machine.

Through in-depth study of a commercial cloud business strategy and service agree-
ments and a series of experiments, the thesis probes the internal deployment structure
of it and proposes a automatic VM flooding scheme based on posterior probability is
proposed. Through this scheme, the probability that the target virtual machine dis-
tributed to each physical host can be acquired, which reduces the experimental costs
and overheads of the same attack and provides theoretical guidance for the next attack
of the attacker. The co-residency method combined with covert detection method and
automated virtual machine flooding strategy successfully conducted in the commercial
cloud. As a typical malicious behavior against the cloud platform, the error rate of the
false positive is no more than 0.5%, with strong robustness and low cost, so it is urgent

for the major cloud service providers to pay attention to and prevent them.

(3) A universal covert channel detection method has been proposed from the idea
of resource sharing. Covert channel is an important threat information security system,
and it is common in operating systems. The ones in cloud computing environment are
more diverse and difficult to be found. Therefore, this thesis builds a general detection
model for covert channel detection, which can detect hidden side channels in system

level and process level.

From the two-way relationships between the clock, the event, and the covert chan-

nel, it is clear that the event possesses the ability to transmit a secret information.

-IX -



DR S 22 18 3

Therefore, event correlation analysis will be an intrinsically effective solution to covert
channel detection. Therefore, the proposed scheme mainly aims at the potential threat
of covert channel in cloud environment, fully consider the difference between virtualized
architecture and ordinary computing environment, explores the characteristics of covert
channel by event recording mechanism, and traverses for possible results using resource
matrix method. An analysis based on event logs and security profiles is presented,
fitting the features of today’s cloud computing and data center environments. At the
same time, the designed scheme uses a penetrating physical security configuration scan-
ning method to collect the necessary event log and security policy in the information
collection stage, which makes that the cloud provider does not need to worry about the
state space explosion. It also improves the original shared resource matrix method, pre-
processes the event log and security configuration file, and reduces the cost of building
a shared resource matrix. Furthermore, according to the actual application scenario,
the experiments are designed and compared with results of existing methods to verify

the advantages of the proposed scheme.

(4) A side channel threat location scheme has been proposed. In order to overcome
the shortage of current cross-VM side channel localization methods and the inaccuracy
of existing threat location technologies, this thesis designs a framework based on hard-
ware features and VM introspection to detect and locate the cross-virtual machine side

channel attacks.

Modern CPUs contain many hardware features for performance analysis, which we
use to learn about a number of side channel threats. By measuring their performance
in terms of overheads (such as Cache hit, branch transfer, and run time), different side
channels are analyzed multi-dimensionally and different strategies are customized for
signature-based detection. At the mean time, by introducing the accurate address in-
formation of LBR, and by introducing virtual machine introspection technology, the
scheme can obtain and semantically translate the meta-data of side channel threats.
On this basis, combined with binary memory analysis technology, it restores the trace-
ability with the smallest priori knowledge and the accurate address of the side channel
threat. The scheme combines detection and localization, and uses the existing informa-

tion transmission mechanism of Hypervisor to construct a fast channel for information
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analysis and distribution, which solves the challenge of gathering information of virtual
machines in a cloud environment. As much as possible, the prototype system inte-
grates virtual machine introspection tools and memory analysis tools with the existing
architecture to quickly and transparently find the key malicious code in memory. The
solution takes the lead in solving the problem of positioning the side channel attack in

virtual machines and helps the virtual machine audit.

(5) A side channel defense scheme has been proposed. With the advent of new cross-
VM side channels, researchers have come up with some targeted methods to mitigate
side channels. It may be a good idea to populate the sensitive operation’s runtimes ran-
domly, or at fixed, or multiple times. However, existing mitigation methods introduce a
lot of deliberate time delays and require cloud tenants to always suffer this performance
loss. One type of research includes ways to eliminate fine-grained clock sources in the
Hypervisor layer. These methods, on the one hand, tamper with the clock and affect
the operation of many time-sensitive applications. On the other hand, changing the

system clock for a long time would have a huge impact on system performance.

This thesis proposes a side channel protection approach that allows virtual ma-
chines to request fuzzy clock sources dynamically. It uses hardware virtualization ex-
tension technologies to devise a lightweight and effective method to achieve the overall
side channel protection. The RDTSC instruction interception provided by the Intel V'T-
X emulates a virtual clock source and provides it to the user. Moreover, it overloads
the VMFUNC instruction interface in a novel way that allows applications on virtual
machines to send on-demand requests to the Hypervisor, to “just enough” obscure the
lowest n bits of the TSC, which prevent other malicious virtual machines from accurate
time measurement. The approach also has versatility and extremely high availability.
This thesis demonstrates the defense effect of this scheme on multiple covert channels.
Meanwhile, it gives the extent that the TSC values of guest VMs should be obscured
in these attack scenarios. In terms of performance analysis, experiments on three dif-
ferent workloads show that the proposed scheme has tiny overhead in cryptographic
applications. In the most common Web-server application among cloud environment,

this scheme has lower performance overhead than existing defensive methods.

In summary, this paper systematically studies new threats in cloud environment
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from multiple aspects such as attacks, detections, and defenses, and makes innovative
contributions to both offensive and defensive ends. Combining CPU hardware features
and virtualization technology, taking commonality and transparency as the starting
point, several cross-VM side channel detection, location and defense schemes are pro-
posed, which provides new ideas for the solution of this problem. This article is a further
enrichment and innovation of researches on cloud computing security and virtualization

security, and a great significance for enhancing the security of the cloud platform.

Key words: cloud security, cross-VM side channel, VM co-residency, event cor-

relation, VM introspection, dynamic time blurring
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GRS IR RS, FE ARG E: B2 IR (TaaS), V& RIS
(PaaS), #MFEIARSS (SaaS) FIEI LR GE (BI). HAMR—LREEHRIHRFERSZE 2
W, AR R IR SS (DaaS) tHAIHAE TaaS 8¢ PaaS H.
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BT AR EN ST ERGEATUADAA = aF sBlEREG = M L.
WA e B E RS A RS, Ry, SO T A O ER &
BAT N R A P SRR S o X T e F RN IT JHE =, a2
I, BN feTr IT SIS IR B Z i H ARG, I BABIA S
PRENE . SR, AU EAE RS KA SRR R MR T I T UM B &
KRR T HE RGN E IR, 28R U SR S = (R AT 2 LR (13T B
RGP, SAHWRAAR, EATEERBL, 19 W UL 7 S = A7 il R 55 Bk
I HERSE A, HELZ 2R ARG =,

RECRAAE TRRAE MR, AR AT DU I 55 0 25 32 4208
A ZIEZBI A RGN 2 0% s, BRI SB—, AT ENE: W
Tt A U A PR E WAL AT SR VF— DN ZA] IR GRS B = 22 M4 1 [ 5
FAb =& B, Wi et G aT LUEINTE 70 U 34 HAZ 7 I o5 ket . il
FE U Be IR A RSO T, IRE AT ME CH A =366 E, 72
A3 = Pl AN I B

2.1.2 ERMEREAR

REFMEEARLE R BIHLIN A B2, S BT84 IBM T+ 60 AR H 1 VM370
g B, 2 BOEAR UK SR R A B AN AT SN AR 135 A <86 B4 [RiAAT
WA AT ENERE RS S R Z AR R EWALE L3S (Virtual Machine Monitor,
VMM, MFK Hypervisor), JEZIHHHEGEIHET LY VMM IWE, 2HIFR 2L
ERG. NEIERS S VMM 1 — It KAV 2 AN, Bk, EqE
VMM WSEIThaeZ 5, sirl DOl e FRATH EIra 2 e Rg . H
K, HTWZBRIERGRE TEHE RS MERGESEWE A, K ERNHPTRELE
BT AR KA F e AL A 2 AT B A o R AR 453X 6 o it F) g et oK 1
Fraeg, 2R RS Dol HIESA N7 DR E, BT VMM
Fo JE, VMM 1EARGME—X RG T IEA 400 2 2 Xk, 2 HA R
FEAEFNPAT RYRE B SR s . A S IIX — H AR FFAE S S VMM 72 Rei8 5e
AL CPUL WAERI T/O SRS, Hip 2 — @ BIRCE, XA 2 RV
REFK . BuL, (H R BRI HE AR R RS .

K RN E A B8 R S iR 2RI —FH L Ok 2 MK = EIRENIE
. BEE T FIIERER] PC MRS 28V RE BB, AT A AT () 0] FH 22 20
FEAR R — AR AR RO K, M RENE RS TS, MRS ERAEAE
IR 55 4 B RN X 28 BRI B, RS o A7 B ROAS H ORI M LA 32 . FE D
WHEARB I ERE T, H BB e )T 13 IR 55 45 o] LURECE 2 (1 Ik 5%, g
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VMM & B SR TARS, FAEAER] 20T IS B RIESE -, DU G Hhgh 2 2K .

HWK, BALE AR T AR A4 A . B x86 N ERiHHE T &4
WA REMLH LK, x86 F& Rt T RIEMERRAETIE, X2 x86 AT 5471 %
FIFEN RGBS UK SR G0ia AL I IR IR SR I R D2 5 R0 Db SR 3 Rl A A 1) 3
RMER R, BIfE x86 P GRS AR, Slke ek 5 F G495 w R IK R a 2
B/ RAEAE RV I B, R B T R 7 LA 4P (ER S F P AT AR A B AN R 3
., S P AEAEY 2 e E R G LMk Z AR e 24, FrtE 2
TERGIESE, RHHRGANHZ A RGP &R T — P LLgE G iR A . SR R4,
ARATCLE T Z IR DE], 3T SEALRT DLOIE 32 A 858 F A ot i e, &
FIEA] DU G R R G ECE T ENLA A R R G, BRI T A B A I ST
AR .

B BRGHEARRE T AR TN KRBT, ERGIHHARET, —
BRI EZ MRS, B2 NS ST HSRA T FR—#ER%2 b, —
BHAE RGO 20 R S, BRI KIKE N, — 2N A RS . 1
REFMG R RGBSR v AR 4 () R s Beshy, B2 A LG B9 77 2] ALE#RAE R
GAENIETHEEANKE . BREAREIEEV ) VMM ;. 5—J7H, VMM Eim Ll
DA KA PR 2 il 0L B2 R, A A s Uk BE W B A e S AT B, B S TR 4T (1 B 4 0%
BANR . FINBEBIRFEAE RS v ORI, KRB T RS I m L.

SR R AR BT, HET x86 ZEA s DUBURFAUIE 2, A a4 s A4 B2 I iy 2L
Hu Sk, AFFEN AR T — 2y SRR R, TRA SN BAE =

(1) AT M. S5 W2 bR B PR R, R & HAT 1R 5 AR I KR
BERVERAT B4, [ BN AR RGP R R A IO U4 . RS A
HH BT A FE A AT A VMM 7 3R It ) B BRARADL I KM B R B R TR T %6, K
PR FESE R I HIT K.

(2) PR . KHRE R BN AT E W], B IReUTa & X RIS, s 4
RGN RGARESCRT VMM R, a2 A & E SRR TR, 817
RMEA G . H2H TR 2SN, 5 NZAM VMM 4658 iiE RS0 H
TR TCIEE XM T &

(3) B R L . B S SR B AR AN, (I AN BRI R, EA
[F B TR, K VMM M VM s T SRR ERR R . b P& VM-enter A
VM-exit VJHig TS IFBURE S, RN LSRG BHR B HIT. X
1E Intel A1 AMD BE{ AU E ARG K 5 A ZERT T30 %o

MBI ZER |, LB BEEE (VMM) Al LAY AR, —2K VMM 817 &
JEJZ MBS L, W1 Xen. BATTERIE ] LAE E — & B IOWLILH & B 7R (B
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FERUE B Domain-0), MFUIEE EHLFRIE RS, HEARFAARZEWNL. H—K
VMM MEEAE RGN, RN dE i BA IRl RS, 1 KVM.,
2.1.2.1 Xen

Xen B3Il SIMF KF 5000 % T 2003 FEH, ERFERIERIERSA (Windows.
Linux) £ FimAb B (x86+ ARM) b ULZ2 M Bt & B 77 AL 2w FAsAF, RIS A
SRR BTN RE. B4 Xen UAK T 2 KRR, 2 1iE & %A il
R R AL AR A 8 B R DML S5 5 A EUR T 3K o % T Linux, BSD M Windows XP &5
YE&R%, " ULIRAMUIN B EIZF 6 .

REAUMLAH AN e N 53 3 3 2 5 R Il A LU % R AN [R] ) VMM Xen AT KVM
[F R F R EIMET &, (HEAR R YL Xen K9 R L, BENETSEPRE K . B Xen
I H ARG 2 MR B TR R, RN T SR se 2 UL, Intel ib2ilid VT-x
Y RETTEE Xen FIH Intel AEEEZEHE LA SZIL T AME L GuestOS HIREH
o XIS, BT Intel 78 x86 MM SCHE LI TAEHEE, Wit B REMERF
TEFEAR R IMEIRA R Xen ERIPEREIR S T 10%. FIBS, 1/O BRI SCRE & 7 A H
IR AR AL Y DMA #AErERe, JFiE e HAF RS T H A, RKORIG N
TR -RIERE. AL, A THERIRG T SEBUE ALK, e T AR,
It B LS i SR AU AR A A7 7R3k T R DR R .

T Xen FFE0EAEME AT B 22N HEF T KR, JFRTE=7 1
HAJE#— LR R I W B . Xen M RIE A2 WSRO, 78 AT 70 ()4 R e g 44 82 il
N WO T AR E , R FAR A EATERN Xen /E AL 6.
2.1.2.2 A IR EK

RTINS A Je IR Ab BE AR R AR RE PR AT A 48

BE & R AL R PUE T E, Hypervisor A8 BGR db B AR R8T (1) R e 4k Ak kAl 380
THEZHZREMARERZ D . #0 Intel. AMD FIACFEZS ) BB NN — R 50 H
RERUBE S (U0 Intel 1) VMXroot #:4F) 518F T AR & (VT-x B9 5 SvM Bd),
XELF BT A A HEAR AR 20 TN R BOA N 2 Bl ik 2= 18], B4 hypervisor.
hypervisor N FHET . #HAERFMAHFRIET . FFER, ARM *F& EXHT TrustZone
AEWACI) SCRR 51 3E 7N U A Wi BRWLE B iR sisl. &
MU ) 2 4 1 gk — BTN SIN T 28 (domain, BUEIINL) . =#IERS
[ E AR VAN R B B B R R AR T R B 2% BT Oy T B8 4 1) SCHE R LML ER
5%, Intel $#&4L T Intel VT-x(Z& T H BB EA) . Intel VI-d(FET PCI &4
BRI 1/O BHMLER) A1 Intel VT-c(FET MR BT AR), Hrh, Intel
VT-x fEACEELR Z [ SEH T WAL AR, B RISCI 2R 2 B IALY & (Virtual-Machine
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Extensions, VMX). VMX F 5| A T AFAEHEEE, Bl VMX root A1 VMX non-root,
A FE ML (Host) 52 AL (Guest-VM) HFEFIIE1T, ff guest RGEMPRIFALE
MBSO RE BARAE AR PR AR AEE FIgAT. T Intel RAVFIEIE S ZNH, HHFF
PETE x86 ZE44 R I HABSR A (AL 2E (1 AMD) A a] DLER BIXT R, #OAR SCHE sk PA
Intel CPU A, #ii& Intel VMX 1R AAAF N

VMX ZEMEEVF 2 Die, I X Dae SHrEbEE CPU Tt AE A b 3
e eI, AN HAE B SO ML R VMX FEEARZNR, 5220 fe 2 H 2
1) CPU Frfe i MIFE G 2 TR EE N 41 T VMX HEFR S 516 7B .

(1) VM-execution %] 7B

£ VMCS X3k =4 VM-execution control 7B EME VMX [ ELEr ik
HI 7 B2 A7 25 kAN, W Pin-based VM-execution control B+ primary processor-
based VM-execution control FEFll secondary processor-based VM-execution control
EF B IA32 VMX PROCBASED CTLS ZFA7#$ R %€ primary processor-based VM-
execution control FB, secondary processor-based VM-execution control FEt H 52 3|
IA32 VMX PROCBASED CTLS2 & f##% [R50 .

(2) VMX # 54

VMX ZER 3R 13 2% VMX $54, S50 E BN ARE T B VMCS KEE 2L VMX
BEE B, Cache WIFT AV FH AR SSBIRE . o VMCS X488 #RE 4 5 1 H Rk 55 017245
L E5ASCHE T A R S A VMX B FE0E T AR IR 35 Bl RE 1R 4 : VMCALL 5
VMFUNC $84 . B IRS KIX RA R, VMCALL 84 H £ VMM 1, i VMFUNC
Fe AR TAEAE B

FH VMCALL #5847 LLSEHL SMM (system management mode, FR4E HAL)
i) dual-monitor treatment(XUE AL E) HLi . /£ CPU HJ non-root B N AT VM-
CALL 4821, Guest #£iBHE] VMM, HHURFE root I T H4T VMCALL
684, Al i &, 2 VMM AR “SMM VM exit” BB HAT N, M
MYl 2] SMM ) SMM-transfer monitor AT . ACHTF AW & SMM #izL,
PRI ANE I Al 2 41

VM-execution #ZHlRFERAE 26 MFE, FA——Fk., H TSC offset F
Bt EPTP FBt. VM-functioncontrol 7Bl EPTP-listaddress Bt A SO 223 K
BIPNEE, WAEU .

(1) TSC offset FB¢4 “Use TSC offsetting” 4 1 K, £ TSC offset F B & ft—/
64 P HImFL1E . £ VMX non-root operation H#4T RDTSC,RDTSCP ## RDMSR
PR TSC W, JREMMEA TSC ik TSC offset. AIFEF&AFZEH RDTSC 54
i, “RDTSC exiting” £ 0 1, f#if] RDTSCP 84K, “enable RDTSCP” fii Ay 1
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&, f#H RDMSR #5840, MSR read bitmap FHNAZ N 0 18
(2) EPTP 7B 64 fiiff] EPTP B4t EPT PMLAT RWYE ML, ©H45H
R 1

63 N N-I 12 11 7 6 5 3 2 0

Walk | Memory
length type

Reserved EPT PMLAT address Reserved | D

2.1 EPTP &

2.1.2.3 RN GER4ELHEK

FERILT-EF, 4 VM A H MY EN A, VM ARSI MEE HAib
VM HIAFE, R E Sl I 0 F) MAXPHYADDR 3 ANE A4 #E bR 23 ) . 01X
MEFLE OS FHERE M S b2 W] — e . B UNFE windows REE T, — PRI
HCOHAMILH AG WAFASE], SR AN bk 23 18] 52 B b2 B ok 25 18], SRR 4
REASHERE P B b 123 TR 17 17

VMM TE& IR VM AAE R B bk 2= (B 2, 3Rtk ohae . VM
A W hE 2= A PR N GPA(Guest-Physical Address) 250, M HESSF& LY
HHHbHE 7 A PR HPA (Host-Physical Address) #3510 . 1M Intel $2H 1 EPT § & i3k
(Extended-Page Table) 1 F 7 BEFSEIL 7 EiRDiRE, B Refs @ RAUELF MMU, K
Guest-physical address ¥t 4 host-physical address. EPT Hf# ] 5P 5 fry7 48 ) 4
TIHLH] AT R 2 — AT, VMX non-root operation P HJLRF R 2 43 TUHLHI ) 12 3% 45
FIRE RN “Guest paging-structure”, 1] EPT TR M HFK N “EPT paging-structure” .

HHE OS #a VIR R B EE 1A-32¢e(long-mode) BEPAT, I+ HIFE 75T
Blfil. 45CH EPT HLEIN, Guest WZ b 5 bkl 2 P BE~- & _ERHbE
VMM 7 ZIEHME, JEHENO AR Guest Z [N AFRE RS A . 85 VM 2
] f VM 5 VMM Z A B+ Z5H EPT HLJG, Guest W HJZPEIE2 1 1y
RHHEFEHe: Guest-linear address ¥ #: %] Guest-physical address, P} Guest-physical
address #£4:%l| host-physical address. fEIXFi{EH T, VMM A L@ EPT ALK
GPA Wit HPA SRSEHL Guest WAFHIREAIML . Guest OS A LA HIHh L& A 178
HLRHE, 1 VMM LA F

EPT TUREH 5 Guest TURZE M) B SLIL R L VMX ZERySEM iy 4 ¢ EPT
TUEREEH (2017 SFJC Intel HEH T8 5 L IIREE), 7358 : PMLAT(EPT Page Map
Level-4 Table); PDPT(EPT Page Directory Pointer Table); PDT(EPT Page Directory
Table) A1 PT(EPT Page Table). #FA] LA )27 745 1 bit 6 AMHE /& 5 3CHF 4 i
®Eikg, N 1NN EPT SO 4 RIURE . 84 EPT IR A/ 4K, 84 EPT
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TURTUN 64 Ar%. HH 1G TN, GPA ##H A TATHH EPT R walk HifE
(PMLAT 5 PDPT). fff 2M T, GPA ##H 4L =% EPT WRN walk HfE
(PMLAT. PDPT 5 PDT). Mifif] 4K WIkHf, GPA F#llf Bl EPT W&
[t walk 7%, 40 AT

7 N
. VM Instance Virtual Address i
i Page Map |Page Directory Page Directory| Page Table |Physical Page I
| VMFUNC Level 4 Offset | Pointer Offset Offset Offset Offset  |I
Xen i—leap for DomU

: Physical P

. VMCS PMLAT PDPT PDT PT ysical Page

EPTP

Physical

EPTP_LIST_ADDR |

— PTE Address

- PDTE

12

EPTPI1 —

Lo PMLA4E| W

EPTP511

Kl 2.2 EPT walking i ft

Guest ZVEHUNERL 4 3] Host #EEbE i A2 b R AR AR RIS, 251 K #PF(page
fault) 5% . B4, 7 T T not-present I, LAk HBbEANREREAT VT ], BEE TR )
BOIATY 0 55, £ EPT ¥ UURHLHI T, 7£ Guest 1 GPA(Guest-physical address)
¥ #: 31 HPA (host-physical address) MR R AEHRN, K5l KM EPT #kE,
BHR N “EPT violation” A “EPT misconfiguration”. 1ENIXPE EPT T FE ) i 5
25K, WPHERITE VM-exito

2.2 [RikfEESNEE

B A5 38 S — b Fo VB AE X7 DU 1S 2R 48 22 4 SRS 1 TR X A% 3 A % 15 R A5
8, BlOagy) 2 N T W28 15 280 2 2 A AT S e s ) B 88 S PR R Ly 2
Xt TR RO R 2R, WK 307 ZRRIEILE SR E 22K, Rl
W XN 7 A RS TE AT [RI BR RS T8 . Forh, AR AR5 8 4R 185 0T e B
BRI IR RIS 0 F AR B A &, AT RE NS FA) e A A U 35 SRE . TS
() B 5 T8 U e R A L 2 B8R (B AN 247 - AR EREE) & i) 8] _E AN [E Rk
AR, RIS BRCE LN B X5 B AT S . IR RS (5 8 XN TE e 12 B (58
HARKAMAMHEE . ZEPRR, KBHUE BRI DA G 5 2
Ko

MfEIE, SRR <5587, SEbr BAMETEAN RS TE K E SCREIL, IR Z 7T (I
EEMMEERE) HETTLERM . S MEE, BAT— a2 M EES, milfEE
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Wi 0 H AR — MR B0 5k . @, BhEE (BT ) (8 SR N A # 2 SEELAE
BRI 6 5, RS, S0 . B ASE, e 1¥sLBEREE M
TR, MR RAEE 0 M U PMEEARR DR . RN TR A bl &
XA EEACIRES Z B 2250, SR RESEHEWT S aT FrPAT 1R (BUdE), M Reas it
AT B R o 3K S 300 ek L Athy 0 SR U A [R] R 2 22 1) 22 ol P 5k O e 0 A 435 i ik
T — MO SRR TE W LGRS () 758 . DOFERT L RER T4 . IS 18 Yok IR A o 2 I FH 45
M SIS AT I AR A P2 A SEURME B A R 55 515 R S 2 AR R 1, R SRR A% I
7 A% O T BOSURZ D55 L 2 T BRax A 55 B85 B 5 % M I Bt . ok, MG
TH L5 B {5 0 1) e B 22 0UAE T 0 — R AN 7R 5, T B (5 3 R FE U — o 2l
EX7 AT .
2.2.1 =FETHEERME

EnERET, A—mHEEN 2 WP EHER— CPU. A7, B2 2T
GRS, MR BRI A & T TEEE AR . BHET, B 7% WWIEET Cache
P BB 2N AT B, AP RATHR B, W agkse B, WAL =TE
F18 BY, WALZEIHARAWLE] BY, FIH TLB tREMZEFFE BY Al page fault
PR EE PO S O AR R RIE M T R, BB RS, W
Linux 1 VFS PU. HDD i 4 (115 5 #eF P2 2 #0nT AR AE NS [R5 E 34k . R
ML (B RERLEBR B AL A Bt mT DA B WOE (S R b, a2 RE RN [R/77E
NI, IR ABERAR], WEAMA T HIRIEIE.

2.2.2 RIMETHIEERE

fege 3 N2 RIAFEYDRERR B 1 5, R ReEAT 281845 - 1 7E LUB TG & X
O tHESR Y, [F— Y RN AL 18] 2 B BRI 22 AR 57 (8
BT, EATEMNZIEE 2 45, EResmt HAh 7 = (W= ANAF. Hypervisor %11
HhiE) AR RETT AGEHRAENL RIS 1E . &= 8RR AT DUOR] X 2 fa
wfEE, BB EAL AR P R BEUR(E B, 1E EURIE Bt .
2221 [&#kfsiE @R

EHERET, AW NSRS R EAIBE R, RS RN P, A
Py, WORATT SRR 5 A A — Y3 =N EIAFERENL (Domain-U) H1, HLEH(E S
%ﬁ%?%@#ﬁﬁ#ﬁﬁ,M*¢K$%ﬁ%%%*¢%%%ﬁ@ﬂﬁ@oﬁ%%
FE 7 AT Re S I B 1 3 K5 9550 8 BE AN UL, W] Re 2 BT H
CERFPEE BN FE1T. WA HBEEE B E 2 H RS S FRE AL
BAG R, RN A AT IX L5 BAR BN . N T X W R AR ENL, —BREF
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Program covertly communicate with each other Receiver program

Pi M VM Dj

\ . '
Progam covertly transfer information to A ttacker(cross-VM)

‘~.
‘N Hy pervisor

T~
‘~.

Kl 2.3 ZIAEE A AR A i P i 1

WHNE BB —7 R KIETT (Sender), FRAEFME EM—T7 AT (Receiver).,
2.2.2.2  MZiE g AR

Prime: Victim doi Probe:
: ictim doing L
Attacker filling in cache sensitive operations Attacker filling in cache

and timing again

P 2.4 458 B il

Cache miss
Cache hit

Attacker’s data

GRGIGRGRGRGRGG)
B 1616

Victim’s data

METE B A AR 5 P S TE AR R B I ™ g . Bl B AR MR A Il B O
BF (K305 17 B TRDORAE B 52 25 5 X B AT N, JFiE— DA 81— 28RS ., flin: fE T
Cache HJIS[RIUMETE S, PAAF DT RIS bk (5 6, B S A A7 U7 Il i Kt 45 12 B
G X ELAE 2 22 Fr LARE WS 4 Ui 5 SRAS A1 A2 IR DU A5 8 5 U AR B (4o
) Z AR R IR ORI -

ARSI A SRR & REEEPUTIN 5 EHE IR ORIk 5 22, A
FISNEERMAS AR, SHEARFERSATI, FEA A R R . P
i T DU R SR AR AT AR A I B o 51 a7 2H 8 0 R 2 B A 1) R AT 30 O A L A
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PRI & Cache ViR, WS ECEH O AIMRS HOE 0SSR, FLAgS
Vil BIUREE 10 Cache Ht, 54 —SLBT0ARTHIAR, MEALHENT H— 0 B sk & 4.
T ARIETD S, BT RREE E AL, FTLLSHEE e 9 0 B 1 I S )
PR . I ST 2 A e R IR 1] 2 SR 2 R B AT I B & A,
AT AR HE PR o BRIV, T HE H 2 4.

FIRT, 7 1 9 B T 2538 PR 532, e E Clache 47 2E 915 U6,
tnpER 45oR 7 H AT Prime + Probe Biif. W%, Cache KAMFEWIRE T 4H,
it # HE AU LTE B S I (A S 57 1 P O — B 2 K M A7, W88 R RZE T Cache
e (ULIN U IO T4 25K, MY AT 5 5 3 M ROAL2E 336 BN 6 Ay i ) 3 e
Cache XTRIRINAE. AUCEESI 05 2 XRE MM BEES U, St % sk RETE ML IR RE b ik AT
HRAHT -

-921-



DR S 22 18 3

3 BEMMMNEGEENHESTEMILE R

FT A E AR S RS 82 2 P ERALR S B i LIS T8 . SR fE
MR AL A EE R, BT B SRR (508 (RS ) 2 AR A Fa € vl 5 - Hy-
pervisor FIFRAFUIEINLERS . vCPU 1B UL AL (IS sl Al 2~ 455 18 5] N5 Pl 7=,
XSHINAEE (FEikfEiE) MRk ARG AT 5T I PR SR (5 R S L0453 -
#£F Last Level Cache [T WA S LG TE, JF4s th M ST T7 & . T7 6
i T MR A RSO P S5 o A S AL S ) DR R, RS TE B I B & R e 7 AR, BA
IEBISEBRIAET T T St Ui 1Y) H Ao

3.1 BJEMEENEN

9T W A S TR T R 0, A R A R LAV IR B 1
Cache I A28 MBI B ZAET, RIS FI0AT F A& M

BYEBE = AR Alice, Bob A1 Eve HJ359 i @7 . AN R0 @ I U7
IR Ay 49 A7 O BN R o, DRI, 3 R Fh AT ) M R IR T (O I 76 55
R T, BREIGERINE, AR REIR, A ERANEE. X Alice I
BRI, G R Efl AR SR, Alice B RAFTE AT . 2 Alice FEIR
DAL FVRE ORISR, BB MRS HRURER cache arFF, [HIE Alice AE65
AL, BRI RO MR . A SR, B SR, BAEA—AAS
KU 0B S KR, AR AR AT LK (B0 O KR, o, KT LU
FH P2 (AR IR R AR . FEAE MR NER AR, WOHOHE e & T . BRI, RT3
%0, R R AN K . AR R, R AT HTRI RN BLE . B — B
CLAASE ARG, R — R [ SR B R . SEIEX PREIE, B2 SR
S M {30

3.1.1 ETF LLC KIRR#IEIE

L HABBRRASIE A AL, Cache X T Xdi & kul B 5] 71, PFOAH m R
FERT A e o, I HA AT RGBT, nTRAGed V2 =g b s L], Fr AL AR
5T Cache WM EEAZEM LI, Hd, RN —MZEBREREALZ Prime +
Probe 777k PAL, 55 —Fp 2R LA & 3815 7775 Flush + Reload B9, NS & 4 2 lcE
Flush —#3L=ZNTE, SR)5 Reload VAHEWT & I%E 3 115 1% T
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BOBE XU AT R B ENLEREUHL A A B, EATHZEAT I T sl

(1) B HeH B S EH KIE AT E 411 Cache 41 (Cache Set);

(2) B ZEA5E et IA], bR A Al X Bk 2 () Cache Set;

(3) B FH-RFAH R R R IH 78 1% Cache Set, FFIN & IX IR EAE By 75 B 18] o
3111 e i 1A 64 A A &

FESEIAE T LLC B MABIE BT, 8 S0 i ) ARG A 0 B 1) . AL B
IS AR TH A% (TSC, Time Stamp Counter) & H Al i1 5L 2 Gt 7 i A 4ik B i g
oo MAREY e, WFHEEMAH RDTSC #54 PI. M Intel Pentium FRF1ACHETF46,
80x86 RANMIALI AR BIN T TSC. BELERA CPU B40{55 (CPU cycle) FKHT
HI—. @it TSC, BABTTLATFE CPU WM. W S AR EAER ) S iE — B 78X
—NEREPATIS TR, AT PUOESEHAT 2 K RDTSC, AR 21X B g 2 T fE
211 CPU cycle 1, F45a CPU M0, MRAINEMKISITAE. A TS HeH
I/ DU R B B i SRR 22, AFSRHANT C i 5 WRIC SR )7 R YW 5 1IN 8y

void access__counter(unsigned *hi, unsigned *lo){
asm(‘‘rdtsc\n’’
“*‘movl %edx, %0\n’’
““mov]l %eax, %l\n’’

;=177 (*hi), ‘“‘=r’’ (*lo) :
: “%edx 7, “%eax 7 );
return;
}
#define START TSC(cl) _ _asm_  __ volatile__ ( \
“‘cpuid \n\
rdtsc \n\

shlq $32, %%rdx \n\

orq %adx, %%rax’’ \
:of=a’’(cl.r0) =\

 C%rbx 7, “%rex?, “Y%rdx ')

[E N T A5 RDTSC #5-4-MEi) ih T AbHE 8848 & 6L AT 1 R iR 2,
MFENCE. LFENCE. CPUID. RDTSCP %5 feus5s il 45 2 1 HAT 8 2 R i - 4%
TEX R —8E. AT DR, TRV 23047 T & .
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#define END_TSC(cl) __asm__ _ _ volatile_  ( \
““rdtscp \n\
shlq $32, %adx \n\
orq %adx, %rax \n\
movq %Jrax, %0 \n\
cpuid ’’ '\
:o =g’ (cl.rl) )\
 “%rax’, “%rbx 77, “%rex 7, “Y%rdx?7); \
cl.ticks = ¢cl.r1 — cl.r0

M T IARH AL BEER 227 Cache 7273 20T anAe] PN B AN [ /= 4% 1K) G2 A7 U T I [A]
TR AR B U7 RIS TR] 4802 N AEAT i R Bl N A S 2 S HERA IS ], 2 A @i
B2 AR TR AR E ARSI CPU MM E B B ONE L h— AT, I
ME ViR LLC hEAFRKNAFAT IS [l 4 7 B IRRATINE LLC U5l i AT AN 2 L1
B L2 FIV5 A, AREEEINRRIGZ T L1 1 L2 SAFI N AEAT « A 35 520G BT 1
CPU A Intel i5-3470, F L1 Fl L2 ¥°4 8 BALMEL, 1 LLC & 12 MALMHEE. @il
RE ViR LLC 45 H 55 10 kA7 8 WAEAT, HTIX 10 28 WAAAT#E LLC ik
AN Cache Z 5167, 3 HFY L1 M L2 MZEFER S #& LLC ) Cache &5
L4, FrRAFRATANEIX 10 ZNAFAATLES L1 A L2 BB Cache 475, L1 Al
L2 (HAHBER Ay 8, DR M IX L2 A7 i B — DN RAFEE T 10 S5 NAFAT, W5E
RETF DRI B IX SE 247 AT OB H L1 F L2 Z21F.

AL, Vil L1 84 2 4 CPU B Uik L2 4 30 44 CPU K
By Uil LLC A2 50 /24 CPU I8 (CPU cycles); U5 la A7 752 180 /¢
AR AR R A AT RS, U R I AE TR L) 250 LR CPU B i & 1
WA Z M RIS, I FE AL TR 2T 3000 AN 1

20 5 4 S T 7 A 2B g P
3.1.1.2 HugePage

DRI, 2 T AR Aot A0 2 R, 55 A0 A WO 5 0 A, 28
—, J PR LR R KDL, 7T Cache EMELRFEHY, BETE Cache FHIAL
R A e . T R LM SR T R R A A MMU
HEAT I, PP R SRR RO 5 B 55, A Tntel AhIRAR(EFH T AT
SCR4 L7 04 75 BRBOR A Cache HabkMEPMSE, B LLC H93E/ATF Hash %31 HL.
FEHT A Intel ALFRFH, T HIBARNE, LLC B4 N T £ (Cache Slice). 4
A Slice S48 P f7 I 2 [ FOMUE 5 F 1138 Hash BRSCHHE , 57 LAR (00t 2t
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% 7 2] Cache 1TFTTEMN Cache 2, WICIERIBEIXLY Cache 174370 @A 73 F BAl,
SCHR (96, 07) $RH 7 WA 1S A bR BT ) o {H S IO ) TR R AT R E
S5, HFEREADEI A, O SCERTRE H A i RAE I J7 V20K - 4K RE A8 St 381 7]
—3H Cache Set T HWHEA R BT AFEL . AR PG vkt 4T 7 okl e 17 —Fb
PORF PR NAFRI 775, Bt — D HURE T PR Cache Set. MHHARUIT .

BN AN E LI TTIERT, AT Fr R N KIS (HugePage) #EAT fij 22
e MR HNAER, CPU S hridIfr BLiZde R i - I RAM. 4 T mE,
CPU % LA 4K ) FT O BAL B RAM. BT 3ERE A B U bt AT L g, BT A
CPU FHAE RG4S TU I 5 A2 B AR O¢ R DL S T A7 i B AL B . AR, 4
AR DU Z I, BN R R 2 o SRR A 1GB NS R, Bl
FAAE 262144 SAMUN R R . WRAA TR A 8 72747, AR U i K75 23 [ 2MB
N AR IA] . teAh,  FE DAEHE BE SR A i A7 U ) B SR RS F o, i R IL 2 N A2 (1)
F— MWL (swap) BIBEAEE b, A FRRUT RNZAL B2 A48 S R 5 2 AN A] . [F]
I, UEHE R B R G ERAE RE ARG IS N AREORIE,  ZEFR A7 0T BB UG 7]
75 252 I ]

HHIRZ M CPU R SCHe KU H4RAE, XA R R N B A At 2 15 &
TUH AR, T SR S e . KPR R TR A E PN HugePage
&% SuperPage HLl

DL Linux WA RG], AT ok IR, Linux 2.6 WAZ 2GS T — g it it
FKEHHLE] HugeTlbfs. ©AMEH IR 4K TTNFEE T, A 2M f1 1G 1)
5K T RS N FH AR e AT W0 BE DT A SR A B, LR, hugetlb & TLB H1451A)
HugePage M—/ NIRRT (1@ KT 4K). W2, HugePage NJEEIT hugetlb 11K
TR (hugetlb entries) SKRSEHL . XKLL HLH entry HilE NN AU R S8 hugetlbfs
FRALLE BERRA A . X LR TIRR 1 TR/ B TUR LA, A, X—IhRes
pei a7 1y 27 U we Y L

HugePage & ZANSMICE A Be R . 7€ x86_64 7A R I, FILLEIE A A BT
4t “/proc/cpuinfo” RKAFHLA LT LEF HugePage. #HHEA PSE brik, ML
FF 2M UUH; 45 H AT PDPEIGB brab, WISCRF 1G Ui EfEHAT, BefEE N
FH P EE & S “ Jete/security /limits.conf”, 1BEE memlock IR, 2R 5 75 BAS At
“/ete/sysctl.conf” FH vm.nr__hugepages 24, M IECE T AT A K 0T T4
3.1.1.3 AT LLC #9ra szl 5 ik

4, A LinuxHugePages P9 Sy 1% 77 M7 73 BC 2 9% 2 (KK T (2MB page) «
BB AL T AE W LA Cache Set x (z 9 Cache Set ID) 1EJyHFakfE E I #4&,
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Memory address
24 23 22 21 20 19 18 17 16 6 5 0
N A J
A hash function to determining Set index in one Slice (y) Cache line offset
the Cache Slice ID ~

X

3.1 WAF ST LLC U R 5l

BB, A R RS 5E A F4E — A Cache 43 A B9 3ME o (55 16 RLFI% 6 1), T
Slice ID /& ARFNHT .

BFXPZIA R, SCHR (18] & H T — PP R DB A ) U7 VAR TR B A i S 21 [F] —
Cache Set 1 iz 0L EAS [F] ) A7 E o A 20k HLAH AR it i‘%ﬁ*@@%&i@%ﬁ?ﬂu@ﬁﬁ
ZINo

W B FRE LR IR ES I, AR ICREN T ZEINER, feEs
A Slice XTI IKIZEEF BN 12 A (HAHBESEL) v HEIKIZE M N AFAT (line). IXFE
—K, TEFRMEEMEERT, AT LA N R i ik FHAE R Slice ID F1 Set ID {E4 LLC
MR 1D,

MR ZF, HTLKAH CPU N 4 #%, XK KZEHELRBERERZE
Al LRI . 00 |y, 01 | s 10 |y, 11 | y PUBRPYFEB, SKiE2 H I Cache
Seto HIF LLC 43 A HFL =AML 18, SE2E: 5 7] PUBR Slice REARIF% Cache Set —
SE M R TT EAR BT G . ZI R FIRIER] TSRS AT CPU ) Hash &R 51 REH 4
e 18 M, [, A ERWEHT CPU ZECN 2 MBI

A IR R B3R R N T Re e A R LIRSS T Bt bk B EE b 2
(B FRTBISsS, AT A 25 JE ALY Cache MIMEIE . (54MZE Cache, Bl LLC ZYyEiHihE
Zole ) WA B R b it AN B bk 2 [ 5¢ &R, AT A e LLC 43
FrEIE A R B A Linux /proc/pid/pagemap 15k 35 BT 40 T A A2 O A B
otk

AT IOHET LLC MRS M, s dprs.

3.1.2 ETHRERLIRERIEE
WAE S ST AL PEER 5 A 2 AL, AT BN R S8 b A mT ek (9 45

. JEEEESNE CPU iy, #ILHIZNAEL. B, AHFEEBL EHRES 2
HARG VI PTOIN  NAE DT R IESE . (R, ) 28T 52 AR AT D9 P ik R N A7 A8

"https://www.kernel.org/doc/Documentation/vm/pagemap.txt
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3.1, MhREEMIESTE

BN ARENAFAT lines.
By BXIZEE, BN MIKBAE evictionset.
1 function probe(set, candidate) begin

2 {%H candidate;

3 foreach 1 in set do
4 BEELL

5 endfor

6 endfunction

1 BENLAL lines;

2 conflict_set = {};

3 foreach candidate € lines do
4 if not probe(conflict_set, candidate) then #4 candidate A conflict_set;
5 endif
6 endfor
7 foreach candidate in lines — conflict_set do
8 eviction_set before = {};
9 if probe(conflict set, candidate) then eviction set = {};
10 foreach 1 in conflict set do
11 if not probe(conflict_set—{l}, candidate) then $f 1 JAN eviction_ set;
12 endif
13 endfor
14 if eviction__set N eviction__set_before # & then
eviction__set__be fore = eviction__set N eviction__set__be fore
15 eviction__set__before = eviction__set
16 #i eviction  set;
17 conflict__set = conflict__set—eviction__set;
18 endif
19 endfor

2R Sk T AR R HE — P a5 1 B, x86 ekgrh, AbFEERFI A S8 (Memory Bus
Lock) SEMNAFIR T8 %o X TR AL XN, AT A7 T4 ik A7
2. X FLE], AT —FhEnE . TR, B R AU Bk S I8, ﬁ[llglo
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% 3.2. BT LLC HRakiEiE sk

line 1 : A& 1 &V7HHAT
line 0: Ki% 0 FUjRIAAT
Dsend([N]: K% 77 KiEH N Az ##
RIETT - BT
1 fori=1to N-1do 1 for —EHWE] Tonitor do
2 if DSend[i] = 1 then 2 M set_1;
3 for — Bt E] T, 0r, do 3 R set_ 0;
4 Pill line_ 1; 4 endfor
5 endfor
6 PEMTER—BUNE Thause
7 else
8 for —BWE] Tp0n do
9 P71 line 0;
10 endfor
11 a3 BUNE Thause
12  endif
13 endfor
DomU DomU
Guest A —I\ Guest B
Covert Channel
Atomic —‘/Latenﬁy Uncahed
Operation Access
‘ | Xen Hypervisor | ‘
Lok Memory Bus J’
‘ Unaiigned Memory ‘

K 3.2 T A EEREREE

3.1.21 AHFRE&FPR

WAEEZ MR (Memory bus contention) #&THEHLELL RS T AL KA K FHF,
REBTHE O 2 i T 2 2 A A7 ek 2l R i H A R I J HE B R 2 T 51K . I8,
AR B N AT L 2 1 R BR R TG WTHIF I, DURTFTREVERIR A AF B R 4B, CPU
O W E DARC BT R AR AR, DLk A e, SR, RS ZE e tE il T,
WU KB AFRER, LRI AT BER T IE I S BOCIE LR TAE. AAGERMERS A
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A, AFELMPREATRE I, AR SENARLMN R S RinE
RBEN IS IERAHIALBE, 7T HE & S B FP & 1B E 2 RS0 .

KHILISK, B35 1E — B s ULV AE 22 2 B, SCER B3] B XK
YT — M AR R IR 11684 (BET R RN Mpgoue) RIS LF BT R
THRS BRI x86 WAFHRIEIR S, BIEE#t 2 G FD, Bansei o xME S5
RIIEAT I E R B A . 484 (RIS NAEERAE) BT I AR AR DRIE 78 A
T, PR g HAth A P 5 BR800k 52 M B4 PA A7 DX A 7 I 27 e B PAT . SR K,
AN R BE AL G 2 B T ER A, L BEAE AT R AE — BON AR T, AT SE IR
H . TN x86 ALEEAS (Pentium Pro Z HIT) 8 FH & Ze 8 e SR S LR T 176k 2%
BAE, A ZBUE T AR HE 5 IR AR X Ak S B 5 T 1]

SR1MT, BRI x86 AbFEES (Intel Nehalem F1 AMD K8 / K10 Z 81 @i &5 FE{
AT S 2 BHE O PT BEVE R BCE T W AP R E I SE B . BRI =, BT, 7EmE
TRAT WA XS BT T #0E,  BUI A N B R A7 AT S BUE ,  TANBIUE A6 2%
B XK, AR IR RIS T .

B2, JETWAARIETA AT LA T R R TE , KA el 28 E ) ik 2% A I 180 B
THER . A HA R IR B A7 DX AT ST 1R (598 P A s A7 AT B AR
FrHtE, B Mpgoue #81E), BT Cache 1THBIUE TTERIEJE 71, JEHIE CPU &
KA BUES T RIS, BOVRAHILENGFRLTBUE, Friliri
T — RN RG22 RN R SEILR A7 AL B2 06 5B I 56 4 ) 35 5 i & i 1)
WAFFSS . PO NEER R X B, @l “BE” [HP 6 (Pentium Pro ZHI) /S £
EAT A, 1EFHFE (Intel Nehalem f1 AMD K8 / K10 ZH, Pentium Pro 2 J5) At
PRRFIR ) IR T AR AR AR I %%%ﬁ&ﬂﬁﬁﬁ REBRHEIRENFEL, NAFVH
SEIR YNNI SRR TS o X — R Ak B Bl B2 TR T RS T i e
3.1.2.2 AT AAERMNEREEFAI L

BOEERT A B AT A —EENL, (EEFELAENIEEAN DSend. é%A
¥ DSend 53 BN AKARNT, A EAE WAL 270 24D RS . /5, B LR
RAEBANEAEWT DM Send WA EE  FERS BRI T W, 25 F5 EAGRHIE « 7 DM Send|i]
N1, WA RRSRMUR FERE, B REREIAN 0, W A BHZE. [FR, B 7ERHEP
W T WAKTVIAE, tHE-FUAFEE N, & N KTFRE threshold, W B UEIE R
DM Recv[i] 81, xZ DM Recvli] A 0.

[ b AR 250 AT PR T N A e ZR I B RS S AT 1 50, 2 R IR D7 (8 FH AR 8 11
ESCHTR IR TRAE Mpgoe W, SUINBISCOT ANIE H IE® U84, T{EH Streaming
SIMD Extensions (SSE) 528K LE V1745 #84F, BT Cache, (E1FIEH VI
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A 7758 2R I BT I T R 2 B T Cache ArrbTisem, MARIEERIE R VifE (Ad A
PR NI SR B, T AL T 12 AL v T 1
AR T AP SR I i e, B R,

*® 3.3, T WAF R RN RS TE Hk

Mpggotic = T HAFEBUR T2

DSend[N], DRecv[N]: KiEMBCESE -

RIKTT : s

1 fori=1to N —1do 1 fori=1to N —1do
2 if DSend[i] = 1 then 2 fori=0toT —1do
3 forj=0toT —1do 3 ARV IHRAE,

4 Mpaoic BRAF; 4 endfor

5 endfor 5 if Mean(AcessTime) > Threshold
6 else 6 DRecvli] = 1;

7 for j =0to kT —1 do 7 else

8 I8 N A SR A, 8 DRecvli] = 0;

9 endfor 9 endif

10 endif 10 endfor

11 endfor

N T REAGIE R SENE, AT SCHLN PR SRS TE R 1 an s et pLa .

(1) B8R T Ra& 05 AR 70 SR AN R K RSB, eI 18] B 2 72 4 3
B AN AR AN D, 2 A 5 T I B T G AR KR . AR
o B b g i T AR B R 2D, I 22 00 B IR g B A e e £

(2) U BT AAE I BENLER BR B R AT W] RE 3 BU% O B AR W AN 2L, W]
BEARIL A FIE o BT AN ), 3k Uy i W 42 F RO 512 ) Cache miss BUA 717
) S2E 35 SR B B2 WA T PRI A £E

Bk, AT IE AR A R I (Frame) SKON RIS PO i piEeag A 52 Hh i 0 3
Ve Ak BB BB E L, A& T A Dy BE LB A e Sk AR B — A Bt o
Ry, I FH AR a6 A5 LB AR SO B A Bt BO i i Bl e X B ML H e, 4
FAETT R B PNy, AT R E A e, R RO R . e, R
e S 1) AN T et o 2 R Bt AP R it WAy R BE DN B M A A AR
BEAT A RE AL
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3.2 WSS

NIEA R, AFELL Xen A6, XF I Py L T BebicfS 18 1) [m] S U 4%
ARBAT 7O SEIL S — RIVSER . B iR IWLEE] AL B, 700lisis &1 J7 FiHik
FRER . HAsEi-F &K Xen 4.4.2 /E24 Hypervisor, CPU SKH Intel i5-3470,
JERINLAZIAN Linux 3.14.60, &G ERHLEC 1024MB M 47

I VAR WU 51 el O BEATL = A 38 SR AR B, TR RS T i TAR I AR
G o RAEAR T S — LURR L B 55 0 AT 3k 00 T - 0000 ELR o7 38
e PR AN BEAE FH B B ) P B4 A7 B0 SR BEAR S IE B3R . P 51 EE X 392 Needleman-
wunsch 5y OO b kb FH T B e {5 308 1 IE i 6 0 5

BT WA B LR EE SEIA S = A28, thresholds T+ S. HH threshold
NFIWRG TN 1 HIERN BHE, T RS eiAT R T8 ks, S AR oA 3,
B S AMEZER) 0 RAA—AL 07, S ANELER) 1 RAN—AL ‘1 threshold MV EXT
WO BB RIME S, DURESLIEERE U, T T A S PSS e E
f B FE A T8 AR S IE W R B B 550, il 3 Fros. T LLC MRE#EE RS
=/NN2H0: thresholds S+ Tpauseo Tpause B Prime + Probe J5i% 9 R IE T 8 € AL I
(Pause duration).

MR I B3 (a), T TR IIET 9 470 28 OB 208 A IE R R 5 A 1 5 T BUE R,
XA T RS IO AT I R TR CBOBR R, e A 1K I ) J SR 2 S I SN SA A
FasE, MRS VALMIERI R . SR T W R B %, R e DR Eidhs
HEMBERAEE S, T WBUE R AU B R 58 ME 2 . T2 LLC R
fitt, wE B3] FHIERE S\ Ty, AN,

A LUE B, A e A A AN B s BT o o T2 T A S 2R Bl 5, ] ,
28 95 I, ARRIER R R, KOOSR, AR S0 7o A DRAR AT Re 2 2 3
WA AR 2 S BBUE S TR, R — MR AH S ECEAN Y T IE R .
SRS 0 JE IAE — >3 P U N A BE A 3 de AR AR A IE B 2
3.3 ETHETRANEENLEE

R TR S BUE K S B B AS e E R BsR I, ARFE SN T ATl
Ao RN YT e RIS EAEFE AW A S8 LR LR 2 B A e, Ltk
FRIHMERIEI R . i A KE B R A BOEE BR8] 1 7.

3.3.1 ESW¥HSFEEIEREK

1T AR B = PR R R 75, A5 T AR BT LR (AT A e U R A, <=5

NSRSt . Bk, 18 EREHLR AR 2.
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1.0

o
©

Accuracy

o
®

T T T T T T T T T T
20 50 100 200 300 400 500
T

(a) FET WA BLIFEHUETE

1.0

I
©

Accuracy

o
e

0.7 T T T T T T T T T T T
1 2 3 5 10 20 30
Pause duration (microsecond)

(b) #F LLC MIFa#iisiE

B 3.3 ANIR] 2 HOnS A 1 B =R R 2

I IEBAS (Smoother) AR 115 5L IESOAR, £ BIGAL B U4l b
o A AL, BERCHEPETIGRR, EEN TR ERMES . A=
AT BT B P8 B SEDUE 5 IRI o T 8 IS A ey S D8 I 4 SRR T 2, L
B RO BRI, AR B O O BOR S IA G S B R O™,
i A S I AR, PRI R A B R VKN e FEARTT S, B RN Wi 55
475 S FAMIBONARIE, IXRERERT SIS R S BCE I — B IR RES oK T RE AN B
IRAE A R

TEBSEBON T, R R

[asry

_ 1 N
X, = ~ Z X, (3.1)

7=

Hb, X N n—1 UCRFHE. X, 8B n CREEZIIEBR SR, N K
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Bl shig s g, B S,

3.3.2 RFEFELEMESSMAE

St EMEEfE, iSRRI S CEBON IR . BRET, BRIk o AR El U X
MOLBONRE . (EETHNFEREREES, Kix 0 UHFEZL 100 4~ CPU B 4hE
W1, Rk U TIHFEJLTAS CPU BB E . e T LLC MfsiEH, Kik ‘0 JHFEL
30 4~ CPU Wb BA, Tkis 1 FENHFELY 100 ASEFeh . ) Bk, REGEEM T
TR X o i B S SR AT

TR 2R F BN A 0 K BE RISk LlhZIee, BRI

H T RSO, AFRZR AR 7 s, Tl (URESRBEREES L, 25 H
BEAT TR ER IR W] o BT A &R (R F 81, 7R EEIRR AR 1 4EEE. bk,
MU I RO FE d TR

1
d= EZHXi—XjH (3.2)

Horbom N WIARAEAN S ¢ ORI SRS IR, 518

t= % > X, (3.3)

3.3.3 mHBHMHEL

EE(EIEREF, N T DI R IRE, TR LR, IR KIS T AR
J7 BB BRI RS S5 10 o WISRAXT T, P04 A5 B B I i) () 4 AR 18 FF 5] AR AR
Ak, XFPASZ IR SIS S8 0 AU BRI B AR, X Al R IE#E A
PR T R F e 4 (RIS KA 4 SR [A) B = (M S = 3R A ) o AR S5 B A B
PRABEERE. H—m, RMEEAMREEES (WRABNRIETE S S), LG
5 BT 551 R % S 20 BERG f 11 5 4 A AR A 1R 2R

W, RETT AT VM S0 T S A B R G Bl A 2 ) H ARED
SRR e L I B 2 TA) T TR A% o sk SEEI B [R] 20 B SOR 58 B R IS R WORUTT R X6t
FHE, EARTEMNZeMRT, MRS ER B RN RVFIHFEZD . X 2EEA
VI 2 3 5 FU VP BRROE TE ) 05 3 A s B st gt A7 i85 . B, fEAR=SH, Rik#H
RIS T AU 1R, FF LR 55y 30 SRS 8 i g (R P o BRI G, BT IR Fe v i ol
socket PHRf B IEAT I8 (E LIRS EATRIR 81 PR SC 28 — I BER LT I 28 B TRl b,
HRORIE T AR T 1 i B OB (E AT SR R, DU S B AE 100 TR XTS5 . FE
BB, KRG B IR AL B AT AN 2 x5 . RIETT RIE S 355 (pilot signal),
DUAE 20 77 3 8 R I 238 A5 UG AT BB 0@ . SIS R ORI, Ak T Al
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577 R L 2 6 F e i T B T B A2 R0 . DRI AR Hh 10 2. 2 0 T e 5 25 B A
VFHERRAE JL T 0D P 525 e P s e

AT F) 5 i B ART At (ETRSAN, RV SCBLAE L ORb 2 P i 2
B, WFAERE R AL 10 Kbps Tl SER0@ (5 . A D@ R fmiE ks —A
ELAIIA LU R USRS AT S 3 A B, R VORISR, RIEIT G R 8 — R, Y
ST R 4 PSS R . B S A NS, WA HERR (4 FI A4S 08 i —
0, OBEEMMTTSE, Wk BAPUR. — BRI RN, RI%T IR
0 2 R S I P SER A o BT 350 S i 0 3 /U (A T 56 35 05 o P S
Ao DR FR MR IS T AT F IR A AN, A LA T R T —
VIEIE AR

—H VM o 36, Bl R B T i IEAEA TS . o, K
Z A6 (pilot signal) SKARICAEAI BAOTFEG. L0, AZMRIH 500 4 100 Hogs
XPERJE A 100 ANMELE 00 RG] F5 5. BAVEFRXAFHRE N: (1) EE 10
IR A R E IR, FUOT P DMR Ry S50 5 X 43 oKk (2) 100 ANESERT 00
(4RO BE S R BP0 TE BN M5 5, FEAE B AR 107 B AR St 47 AL
fE.

* 3.4, AL

RIETT s

1 for n < 1 to 100 do 1 for n < 1 to 100 do

2 receive_request(); 2 receiver__clock = get_ time();

3 clock__time = get_ time(); 3 request__clock();

4 send__clock(clock_time); 4 sender__clock = receive__clock();

5 endfor 5 latency = get time() —receiver clock;

6 sender_ clock -= latency/2;
7 total_offset += (sender_ clock -receiver__clock)

8 endfor

1 clock_ offset = receive_ offset();
1 offset = total_offset/100;
2 send__ offset(offset);
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3.5, MAEXUT X T Ik

RIETT W7 -

1forn < 1 to 20 do 1 forn < 1 to 20 do

2 send__covert__bits(10000); 2 receive_signal(data_ array[n]);
J* O 1R 3 end for

3 start_ time = start_ time 4+ 1;

4 end for

1 clock_ offset = receive_ offset();
1 best_round = calculate_best_round(data_ array);
2 offset = find_ offset(best_ round);
3 send_ offset(offset);

3.3.4 HAMIREE
3.34.1 BESHARFELK

Bilan, RS ERT Prime + Probe $iAR, MK IEZRAFLIER L AURASE S8 (W
AR, B, R LORE (B BR RS [R]) AR LUARE Y 1388 S 08 B— 5, BE U5 i) B[]
H1 Prime / Probe HRFEEIS [A] ZIEAREFAH RIKF o £ESCME St 46T, D AURYE H
PRMLER FIRETE, 208 H AR HLAS DU X e 240 9, AT 75 B0 e R B AT Bk
4 (AN EE Y 0] PRk () Y
3.34.2 B EIHKR A

IR, RIETT RO DA EIE S (EWAEE, B LUARE (I BR R SE
I []) AR SBOE R — 3. T RAESISGE AT, DAURYE HbrpLEs FREE, 4087 B Ax
HLES DA 8 1R e 24

FEEL S B, BIEMOR threshold WA RMESEE SR LR KA, Tk
HN AT Bty merh . Bdskd, ok il i SRARE T Bok i e =4 B8 U8
HEEE IR R R, JFHAEZFRNBGEEY, SRS ENEN AR . S8 50E
ST e SR AIME 5, EEALIBERE JUEEER, TP S HUNBC B D6 R (5 1
B B B E M. TR o AT PR FERE RGOS, = A A )
JASHAIEBIRE T SN 5] RasE, MR E TAmIERERE . SRt T T 8 S MK,
SRR E S . TR DR EAE v B BRI RS, BB I EUE 75 B % 5 1k
TR 5L R .
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3.4 KENG

ARFEAE T PR ERANEE, 450 TR DT A EEXHATTR R E A7
FKo WsiaEERR R, S VB R EANLIEEI T %, 2 /e T I
SR s e wiG R I, i AR A B P Rl RS TE X A A B 95% BLE AR
IE#E, BT R % e,
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4 HEREFERNEMIELERL R

IR B LB B AR SOLESE, DA A R e AL S 5 H
PREESDBLFISERIRE /1. T, FESIR FSESCHLT AT, AT HAA — BT Rl
T R GERT I 7 5 WS A R SEAG I 5 58, SR F Bt 15 TR WLz /Y[R 55
UE T

DIAWETTT, T W25 S B R SEAS I VA Se BT B, (BRI R AR T B
T-HER RISEAT I VAR BLE 2% o 1 BEAG B B AN A fe LA K VMM B3 3058 2 AL A R A8
A, A G IR R AU IR A 75 V2 AN 35 T (R A e % b 00 R R ) B
538 B VA& BN G ROAEAE, AT R 78 s S F - R S A ol o 2021, pRj ks, A
B UVHERATE . R SE DY H b, S 3 TR B E i R SER I s &, JFBL E—
BT T N AR S PRI B E I A1 5 T Last Level Cache(LLC) BRI 1E N
B, KB AZFEISEAR N SOR . AEBUA LI SRS AT Fe_E A 1 ok, AR5 Mo
H RISERC TGN, JF HFEFEA TR EHSMNIE 2 TRE R, BGah& T A 2ot
M 1 & AT TECE B8 8 SRR S — E M i Bl 3 549 5 52 35 3 S 91 [

4.1 =HEIMETREIEEAMEE

Wil A8 B S I ) R KR AU L RE S B B B AL =T B B B AR Gt 7 Be 21 R —
B ENL, BRI RGE, A ARIE. SOk [9) 38 EOWLEZ 1907 AT Lok
VLR SE B MR IR T 2 8.4% . RIARF S RENS 1 fif B 4 Mo v EESUNLIT 5 AOA W (],
fiE FH AT L1 VM flooding, #tRE LB FriiAr 202 & 1/12 WESINLT R Rk T8
Wl B BN b o AR BRI A 1 oo, RS R YRR T AR,
I BRIFEA T M2 TR R . IR e i B A HiR a0 T

AT A R AL AT DU R A5 3 e 3 o B £ 3 10 R B3 B i itk e Sk Bl
SCHR (0] $R 2, £ M EIE AT 0o =38 BRI A IEIE . RO (5 18 (
HEADNLINMEIE) AEs YT G MEIE. BRI MIETE, B R R I s M5, W]
Chidid 2 Mg AR I B 878, o T B B 6 OIS TE, ol T e s i B,
R AR T B IEIE. 25 F, ATACE &R A IR R MI(ETE (2 R L
fEIH) RSEI = I R AHLIRISE

FERA =HAEH, g EXGE ] OB G RIE RS 50 5L, RIS REns
QAT SR RN AT B . Bk, AREETiZFs, Bk
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(1) =G R%H RIFNEELE, = FaERARGME LRI RIERGEET
H 2 (KR, AT e, RN o8RRI R EEE LG, AF
FE N FRE B dnit, AR 5 o i Bt - SUE I A 175 2Ok SIS B A LR 5

(2) =P BRSNS Z R EAMEAER, EARSAERRRAR (HETEAR
#HBAERGRUR) . BEbH I HARAEH = & ERIER A, A0 E 8RR
il FH P R 45 2

(3) B Bri & A 208 1) Bt BoR ORAIE L BES I 5 20 2 R AR, Bodiid
eI AR o TARE T SRR HARXT R IR R AL A I [h]

BRI A SRR AT N I 5, I B A = F G, KR B
FE U Amazon EC2. MS Azure 554 7R3 H B RIAL REUNL, SR T KE L850 (1)
ZAETFB

4.2  [ERWNLE]ITEEN

B B Py kT R UL B A 7 T PO 0 B e, SR F% AR LT
W15 28 1 AR 7 20 TR0, R DL sl (00 i e B, AR 24t — b T
T 125 A6 0 o DL 008 1 R UL R 3 7 ok ST 2L S 0 F RSP I B .
e, 0P S T S B B A R A R T AT LSRRG M S8, SRR I A7 236
B R EHEE, SR BRI R, ISR

4.2.1 [EHHE
4211 RIEHzHAETE

o
?

Accuracy
g
T

s S

0.5 ‘
B 4.1 A IR 2 10 2 OR B

T R I T S LR T 2 R R, FE4M A (6P A B L0 L 1
3t 10 A BN RIHAT R (A 520 . DAIE T U7 A 0 a8 A, Bf
ERR S RRE, mEk iR,
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JUrR, SEBRIFITE A REALMLIE 20 i, JERITE MO RENLIE 25 . SEI6HR, [FITE kL
HUHEAR IE R R /M 90.7%,  AERITE REBIL AL E R R I R AE A 57.9%. FiRREA
1 B S D T T L3 e A B 5 B 340 2 DAL 75 F

Sebr b, MBEREENSH (I S, T %, ¥usls) —en, R s s
R S R E RN B I . T Se e i 5 Bt e 7T B H B
MR IR 2, (L IR S IR . TN T B B 76 (R Bk 52 e,
B R AT EA DT 1 5 o (01, SRSt BRI 1 52 A .

EFTE AL ETR X, BRAES S N (i, 012), JEFTE IR ER %
Xy IRANIEZS S N (1, 022) KA T4

RS
= n ;:1 Li (4.1)
1 & 1 & ’
UA2 = E ;1 xiQ _ (ﬁ ;1 xl> (4.2)

Tl dm
p1 =0.946, o1 =0.0233 , pp =0.540, o9 =0.233
FIT, i @(e) Jobiifh IEAS 0 MRS AL B 2L, U0 IR P IE A543 1 5

p( | p1,00) = @ (I;j‘l),
AN [ e TR 2 43 A B KA

T— o

q(x | p2,02) :@( o ) °
AENNWAZE SRR EERFEALE, BN B 2EokiE o (HEFTE,
[lidi)

AU 2 BRI N A2 -

Z; = arg min F

NAE Fy 3B o BB X T8 Y BUS i RA], 0 o, ORI R, ARBTG5
T R, DR SR o, BEHEMN » = 74.3%, W Lh 2 piR.
4.2.1.2 PBlIEAZZXRIFE

W FIARTHRARRAE RE S, ERE =G R E N ERIL 15 6 5E %
5 B REAUN AT B S T A5 S0 . O 1R AT BERIREAULSE R = F 6 3, T REAUAIL
TERERG 15 73 B AT —IRBENLERE (H A EVAHE)
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PAEE T N A7 B 2R B B M5 T SE IO TR, RIREAESRE 15 2080, X —3% 105 X
FEALHEAT FVRER I . ARV IIRESE 8 B, FRLRIIRE 1 /N, Scsbst B il

R AL FIFEAIRCR VPG

SEFRIFIGERSE | FIRTIER R | REE

218 217 4.6%o

SEPR AN FIGEXT R | P IR R IREL | TRt
202 202 0

@ﬁ?@@ﬁf DA H A B 4 HY ) B T S = A i A5 T 1 [ e A 0 77 92 L A AR
MR R MR R, X— 72l TRk EEREEE, RERWILEMEM4 (CPU
Cache BN 4R), TEAEEREIMLF 6. ESRERSPHEN: H—Trm, #F
B OO PR AR R S E SR T G, AR B R s PR ) R N HARAN )
SOMA, S8 R E AT 7R . BE S, FEAC T BT 3 H 1 R S Aar il 7 v s e ==
BRI 78 0 DRI ER T, R BE N H TR H = 6 B E SR, @k vM
flooding fill {2 1) 77 X AE M & = 52451 (R 4F .

4.2.2 FgEEHIRIEIEEN

EUERAEAN TR =, BT RS FFILE CPU S, KIRAESRERBAAES
S E SRR EE . AT, BT ARG E NS B EER 3, R
PEHSCAHZETC = UPERET RIGEISERS,  [FAE AT CAE B O 185 1R S LIS & Rk T
iRl

PA Linux Docker Jfil, ARFEHAT [ A& LEIHIFTERN . FFE, AEENEYH
FHLEGIE 7% 5 & Ubuntu A28561. Hr, SEPRFEIZER Docker a4k 20 XF, E
[A45 1) Docker 25483% 25 Xf. skiar, [RIFEAESAL B2/ MER 94.2%, EFLE
TR IR R I KB 55.0%. PISEFEAS[BIH W] [AIRG, DRk [EAE AT DL iR e 1%
ER R RE (74.6%) HE REMLZ A R 3.

W eSS, FEEARLE=GHH TIKRWE N EK) 15 GRS SLHI bk T 7
Bl (5 1EEAE S0, I AHARH M FOR A B R G T A — W E E L. SLinss R
#n#fL.d.

SR, I B (S TE A 5 282 A R O R 2, oA RO & s TR
REFOAL IR B R 15 O
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# 4.2. Docker 755 [FIFEATIRICR P0G
SCPRFEFEX | FIMTIERRE | R

30 30 0
SEERANFISEX | AT IERG L | IR
75 75 0

4.3  FETEHHRERAEMUN KBS REg

F T R AOUNL IR B 3 o 1 s T O AR R, B 78 N IR TE = °F & I R SN LBk s - 32
H T HUE R S fE E M k. L 8 [103] T A AT Be A AR R i 3 B SR I L, 12
H 7 —MET t-packings 4G4 BN E Filg; Moon &N [22] #&HH 7 —FhiE
PN E EE, EF A B IR B KB kS (VM Migration), iAWy
ﬂi%%%VM EREREP G VM TG R WA 1 [R5 1), AT PR 1) pl 045 3 5 | 1)

BJs. FR7iE BRI AE — e AR L HCE R 3E B, (HRAN Tk AR LB ik
@UM%M&@@&%H%O

AT T —FE T 5 IR MM H 31k VM flooding /5 % Fﬂﬂi%ﬁﬁmm
HrE AL [F]— B EAER — AN P E X, JFEKER BN XS] n] DL I
R B S-S B, T e AT I R SO LA T IS B, S A s
52 H S RIS TT I, BT A I BT 52 5 R SO T S I T, 84
HHRKILEREY 52 EH RS KN JFH, Seflor s N AR, KdE
H LA SR FH 27 6 S A7 T A3 8 2ok SE LR ME SR () R ML A 9 o i A B g )
X—m AWM. HT 2T ENSERE, RSB RS FisiT, ARZER A
1k, MEFIEIT. XK, B nr DLE A I i 45 25 PPRAS (nid ik A [\ Wy
(19 R 5577 ) B DX 28 R ), L 281) A B0 S4B 90 2 B S 4 1 L3 B, HEDKT HS R UL IR T S B
], SRJEREAT S o Mok 5 L 28 W] DRI A 2eRs s S Sl AR 1 E A R AL S 451

I BT RN %, AT DAL s (1) S RN A 7R & S P
FHLRIMEE: (2) ARKIRIL VM flooding REFUALR , F— & Bk REWAL 5 B L
[FOE MR o %07 SR AR R N S K ERHUR IO, PR PITH0 8 %) RE P L 2R 47 [R) 3
R, K ff e S R BE R R ANLE 2, a0 BT v LA T 2908 . BB IR .

B, BT ERANEEES, RN RIEHORRLER . 2B
H, i G REIUWIVEES S VENHIMEAN p = (p1,p2s -, D), m AP EHLEEL
H

Zpi =1 (4.4)
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AKEXF p fEHAETE, MITHEE VM flooding BT REIA 2 ) i K [F) FME 2

AR R BT G T RIS IRy m, 23 R R,
B B n A ENLSEBIE m GPEE S (N ERSHIENAR x = (21,22, o, ) »
x; RN o SYENL B SeEE, A

Zmi =n (4.5)

SRR

P(x) = Hpiwi (4.6)
R RAIRIE R AL 1T py FESEERSE R e KA EBLSR BR 2L

In(L(p)) = sz Inp; (4.7)
p = arg max L(p) (4.8)

i
gp)=> pi=1 (4.9)

SRARLD M E S, fELdrh 3B B R AN

In(L(p)) = In(L(p) + A(1 — g(p))) (4.10)
4 R TR, E A R SHCN 0.

(L () + A(L = g(p)) =0 (1.11)

Rl Ly

Ta=0 (4.12)
i
Azl kadare
Z; ZT;
P — 4.13
==y (4.13)

FERREFFAH K VM Flooding MEWLEEHRISENE BG, Bdid vl LUK S8 L
HL_E ek S5 ] RE SO B A 2 & S WP BN B — &, R KR E R 2 )5 Fr i
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[ Sk Be ey (Y A AN A o 10 IR, B ] DA R B 3 An e dE 4T R — 20 I ey sk
K, g PRGLEEW ERTRS. B, PeYe WRIEE A AR 3B Y B AU R AT
[FISEASIN,  ANTTANER A5 H AR R SE I L o

4.4 ERHEHEARITINA

EEN LB AE ZTE, W SREROH. B, B aSERE. K
b, o ZUE TR, BRI A E e A I o 2R B AT,
st b S PR S5 S R D BT AT, IR BRSO VM flooding Tati J7
KHAT T — RS

SRR o ZWE, B A TEET 2 Xen (09 A1E — S £ B LBHE . 12
TR IR RS2, — BLAIEE T 3926, TR ATRE] o 2 R%d S — & 1
L, A I AR GBI b e A IO T, NI S T RN &
FR% 50 ASefl. A EERTE o 28 10T RIX A SRR, 58T ki
W, REALL Sz 4 7 1% T P XK B

4.4.1 =FEMEZHEDH

WHISCTIAR, £ o n= e, [FE—AHuEP 2 A0 A X 2 a2 N EIE R, B
[ — I A R RAUE T R—W M. 8 TR =& AR, A SOEHE
a WM TP k=% [ o] Be7EAS R A A X 2 [E) b AT 7 ig i o X, DUE T8 2N X
W R 2z, 1 HAE [ — 0T X AN R SEB 2R A S5 ) TP Hiuhik B AT BB A7 AE
FEEE

B, N TR M P Mk BEAR AT HX 2 BT 72X, FHE. 4 A"
=K, RIERZR 2 M ET X AL ATHIX B. ATAIX C #6818 20 AR
A HERINL, PR TP Mk 2 A o s

XA X 5 EUNL 1P B 5 R AT o, ATBHLLTRS®8: £ o =, [F—
R R UNLAL T R — A B 280 B RS A S B Ue TR — AT X, (A1 T
REIEALL TR A C M BL.
4.4.2 Hah{LEITERNE AT

9T R 0 P 25 L 0328 3 R DL S 91 52 8 R OO A
ERFRESEATELH L. AT HEEN, REELOE T —ANEH S A BT
B8 R IEAZEAE P LS, PR ERTR o oRENBRES, DMEZ EitE

UIRAEAH G AR RS AT SRS I RR A, RSO o 20 .
‘o miie B S ERRT B2 M Amazon EC2 H4rAHM,  BLE AL = F & &R . e
EHAT SR SAEIAR T 21 6 BT SR K ME— A R IT R RSN A AR
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(95)
[\

3 ? 3 3

i 9 4 9 9 o zone A - Accountl
r('\lu 24 4 g % v <6 5 o zone B - Accountl
o 8 X % 3 v H o zone C - Accountl
S g % X 8 R < zone A - Account2
i 16 g ; ; ; = zone B - Account2
§ S & 2 5 x  zone C - Account2
% g % b X v zone A - Account3
& ) % % v zone B - Account3
& . . % v zone C - Account3

0 T T T T T T T

X X

© o © @O o oo g.\ﬁ,.@\ RO q'\qw” gﬂw\”

NS NS W N N N N

Internal IP address

K 4.2 AT H X-IP Bt

O AL B BRI A R 5205 64 bit 1) Ubuntu 14.04 LTS,

%ﬁﬁ HENE n G RN, FTFEXS C2 0 EAUNLHEAT R A, & T3 0E <
BB, R, ARSI T B S AR TR ACD(Automatic Co-resident
Detector) Z L REA T FSEAI RV R RS, AR E R R 2L SLie Rt 1+ 240
W W HATATER, ACD BESEARTER] o = AL, A I I i 4 [
Efﬁ’a‘ra/ﬁﬂ, HT AR 3.

1IH?H.

SSHizE 2 e L

‘ g %senderif A ‘ ‘ Y Bfreceiveriil XX ‘
v v
ATsenderfEF AT receiverfLF
ZH: T*S Z¥: threshold. T. S

‘ M ?g%iﬁJﬂEEﬁiAccuracy ‘

—Accuracy > 74.3%?

FIWT AR Ry N

Kl 4.3 ACD TAEVAE
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4.4.2.1 T Expect 8 & sh LB A 5% A

N7 SR n AP ERR B EE R, G EME TR R HECE n X
(AP RN, g SSH B3 & g sGH AT @RS MR T,

SSH-keygen 4 A PAFE B ULAC RSA AR A4 7, thdn:

# SSH-keygen -t rsa

SRJE ¥ pub ST N IE IR sever 1 keys SXAFHT, #E A bashre H I A4S
17, HPRIsZEl SSH A1 SCP HE & 3.

M B Expect #H4T @2 g%, WEH(EFL . 0 FH Expect KA H [
A4, A LME [FE AT SS B A e . HERB 5164 SSH Tk AR, 040
tnels.d:

4.4.2.2 X F Ansible #9 A shL B AAE S

Ansible 2~ MEEEH 5 AaLET TR, JFHIEFES LT Ansible FIFERK
Wi 5545 L1247 SSH IRk%%, iliid SSH #HE R 55 &2 I 1B AT L B AR %5 . B A% & &K bash
A4 B Ansible 4£55, FFH B THET SSH, FiLMRESWEIZITE R . Ansible
EEEFUMEROEERA, ST Facts(Ansible HE XN ARGMAEE L)
BT,

Ansible BREH Python fEAMAES, A TIEATT RN EME, AFEd
W H inventory 48 & ‘ansible python interpreter’, 4t—1EMUHIAE S HIRA, 15
Ansible EHpiERIAK] Python MRS 118 FH 77 & A & DR I 90 PR B

Ansible CFFAERTH 2 8 Amazon EC2 Hk FH AL 1978 Ui B e 40U 1w el 3k |y 2H
FIFTA 0L, AT RAEERBR TP U7 18] “groups” 8, WA TR U5 M)A X L E LI L E S
HUE R facts , BIAEEASEHLE IP sdk ke DNS, I HF ZH R EATC L0 2 b kb
H ATVl . Ansible W& V2 T, Bl IH; Ansible B MIFAE AWS |
T3 Ansible. FATLAUE Bk AWS =4, /28 Ansible fEAE HFfE A .

AN, AWS HH R 5 3 B b il Uy el A5 B TR € ENV AR R AL, I
H ansible-vault %, 1FAELE A vars file H:

W AEAE credential AAETE vars file F, NIFEEAERAD AWS g5 HEAT.
Bl .

Z JE BT DAL B ) 2 54«

H, K add host BEHBhA GG — > HIX LEH L H ) group, - THEfE
SALS LRI EHL EHUTHCE P S48

T AR B AN TR ZEBRTT 8 UML) 2 ST AR, R 2 5 A G B AR I AN

jio
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% 4.3. Expect HIMLBIA

#!/bin/bash

echo “THHZFRINR AN FOETT RENLAT L ZAE R (2 3). 7
read -p “VHHIANKIETT RN A M IP #idik (1/2): 7 ip
read -p “TEHIAKIETT RN root %5 (2/2): 7 password
echo “TEHIRRIRINE B RIETT ZH (1 B).

read -p “IWEHINKIETTZH T*S(1/1): 7 threshold

expect < EOF

set timeout 30

spawn SSH -1 root $ip

expect “(yes/no)”

send “yes”’

expect “password:”

send “$password”’

expect “#”

send “cd /root/whisper-amy-aliyun/algorithm4”

set timeout 30

expect “#”

send “gcc sender64bits.c -o sender64bits”

set timeout 30

expect “#”

send “ /sender64bits $ts”’

sleep 0.5s

interact

EOF

echo “TEIRFFILRIERET, FFHENBNOT A omsEret il a5 R .

X 4.4. Ansible ZH A E

ec2_access_key: ““REMOVED-"
ec2_secret_ key: ““REMOVED-"

4.4.3 [EI3ESRRIT RITEE
4431 ¥—kFREERE

HTHRER] CPU EC A7 K RSN, 1T BERE 7 BC 2 5 B AR v 380 L,
S K-S I E A1 T nl.small A1 n2.medium FEINLEH S 50 5, KT CHR L E
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% 4.5. Ansible 8 E X5 H

- ec2
aws_access_ key: “ec2_access_key”
aws__secret_ key: “ec2_secret_ key”

W

image:

% 4.6. Ansible & X4

- hosts: localhost
connection: local
gather_facts: False
tasks:
- name: Provision a set of instances
ec2:
key name: my_ key
group: test
instance_ type: t2.micro
image: “{{ ami_id }}”
wait: true
exact count: 5
count_ tag:
Name: Demo
instance_ tags:

Name: Demo

register: ec2

% 4.7. Ansible it E 1P

- name: Add all instance public IPs to host group
add__host: hostname={{ item.public_ip }} groups=ec2hosts

with_items: “{{ ec2.instances }}”

BRI, X FGIAT BRI, Ko 25 B B TRAT B A e LR R B . 7% R 3 g
SO0 R AL, T RGBSR VR TR I L L, AR 25440 K-S HY R B2 T n2.small
i n2medinm HERNLLHI% L G, W HBATHRRN, FI5: 5 RS G HEIbL
AR, W LIpir.
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* 4.8, — MK SRINEIEZ & B

k'S | M- HIX | SRR | HiE | RIS
FH 55 1-A nl.small 50 0
H fEFG 1-A n2.small | 50 0
HH £/ 1-A | nl.medium | 50 0
FH 9 1-A | n2.medium | 50 0
# 4.9, WAIKS FR A2 G L
WS | HUE-RTAIX | SEEIRA | e | RIBER
H. 4 e 1-A snl.medium | 10 1

4.4.3.2 %MRFTREIEER

FET EIRHEN, MRS 2 0 R T 5 5 snl.medium REHIHLSEE], XF
AT R SERTIN, A 2 — xS ML R gE, a3 @F}T%o HH bR I, R ZR B AN Ak
5, A SEIURE ML E IR AT RE

TE RV SE 20 AL b, IR T A A7 i 2R R A5 1 4% i AR 1) @Fﬁ%o H
W, REE B E IR B —A Frame W, 4L 2 AR AER 1 A0,

PEHEADKS . 2. HFEEFEIE snl.medium ERWLSEHIE 5 G, KT
WX RGE . TN T — PR S a5 R I 2 (MO R, (R BAR & 7] 5 = A4
R, KES A Z AN S [ AR AL, 47 7 50 IRE SR . 4 EH UMK S
H. s WL T RGBSR, LI T 35 X FE. K, F 2 98N E
T 4 R0, 3 BN LFRLET 3 RN, 14 BN EREET 2 650
ML, 5358 75 EYENL ER RS — G BUAL, St 120 SRS T EEE 2] T 94
SYFHLLE. 3RS R,

Her, PAAFEK S FER G medium BUSLFI% 5 68, F 48% KBRS —
XTRERINLIEIEE . =NASFEK S [N R SEE] & 5 G, A 90% RIS I 420 —X) i
PHLIFLE, A 82% MR HILZE LW B NLFEILE, A 52% BINEZR H I —=XT AL
[[3E. 545, EIE A FTE S P AN N R R A, R IR 3 B IX B LA 1R K
EEAB 2 0 b F- PN AS TR 0 S X B, T AT o = AR AT REAS ] 17 284 VxLan 204
14T P98 265 68 5 4 Tt R A 2 e A L B = TR X i 5

N T IRIFCEWNL R TEME RS L8 2 B9 R, ARFEX nl.tiny. snl.medium.
sn2.medium AP SLEIFEAT 782G . HRIRESEIGAER T 12 MKk S RN S 1 &
P, B 50 K, AR Rz B R, snl.medium B S )P
BRSO m T H AR . B, 752 )5 BRI R G se it , S48 Az A st
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X bash @ 31 X bash @ 82 X root@iZwz9In5w.. A #¥3 | X root@iZwz952qizOn... #4

root@izZwz91n5wbkoukiloembljZ:~/whisper-amy-aliyun/algorithm4# ./sender64bits 2100

Bt e e At ot St L e

bbb =

A e Tt T L e T e o o Bt Il S S
e

-+
B e s sttt Sl e e e e ot +=
OK! Frame received

Bt e T I e At ot Tt +-
b
B e S e e e R B it EL T e o e S
s et ot St
-+
B e T e e B At St ot St o
OK! Frame received

B e S e e +-
B o
B st =l D o e e e e T B e T it EL e T e st I e
G it Sl o
-+
B e e s ant It S L e L
OK! Frame received

(a) RIETT

X bash ® 81 X bash @ 82 X root@iZwz91n5w... 883 X root@iZwz952qiz9n... ¥4

Received Frame@:
B e it T L e Bl st e e
bbb

b
= bbb =
bt
-
b= 562, 0

A B o e o

— bbb bbbt -

bbb = R e e SR

B Rma e
==t -
bbb -
B AR Rana s
B
- B s
bbb =

— = bbb
B

— bbbt

B

B e o
bbb
-----+0K!Framel

Received Framel:
B e S s st ot o e e e ot

B —b

- = bbb — bbbt =

—hb b

(b) U7
4.4 FRRUETETE o = bRk I &sCR

BIVE UL S8 AR AR 4
4.4.3.3 KA RE ML Z F I

BB SCRT RN kS 2 i, [R5 PR 2Ss2 2R A snl.medium B}, [E]3E
bl k. B, O n DUSEEl—e B BB UALESE. Ao 17— 8%t
AT A L SRS BEAT T Ot SIS UE, FRATIESR T 30 RISTA], 78 o 2= {8 FH ey W B [
B 8 I 20 9 I, fEH 12 ANk 5 EIR T E 3L 360 & 480 &1 600 & snl.medium
RISE % 10 Yo B B a0 L 3T

un @ﬁﬁ%, 110 G ENS, 84 5 M 6 MR BN EERS, o
B 32 f1 31 &. FTA MR ENISE 3 AL EREEERNL, BEWE N EEA
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* 4.10. ZIkSFENQIEZ & RN

k5 H-RTH X | SepIRA | g | RIS L
H. 4. W 1 1-A | snl.medium | 15 2
NN SN R 1-A | sn2.medium | 120 35
. 2. AL T. % 8 1-A | sn2.medium | 120 53
He 4. WL T & & | E 1-A | sn2.medium | 120 59

R 411, 2T R QAR AL AL S

SRR | K | T IRIEE X A
nl.tiny 12 2.46
snl.medium 12 2.88
sn2.medium 12 2.62
36 36
30 30
® 24 024
2 2
S 18 G 18 =
2 2
g 12 - g 12 4 - —
z Z
6 S . 6 S -
Lo 0 B0 I B B o o BB B B
1 2 3 4 5 6 7 8 9 1 2 3 4 5 6 7 8 9
Number of VMs on the host Number of VMs on the host

(a) 360 5 HEFIMLSLHIELIE I A (b) 480 & REMBLL BB A

36

30+

Number of hosts
S = R

(2]
L

o
y

Number of VMs on the hosts
(c) 600 & RIS HL IR 53 AT
Kl 4.5 KBRS SEEe

R S B AL SR 90 T e e T e R R — I I EETT R 10 - 15 SRR, A
Y9 15% - 21% JLRMETGH BINLEIX 9 & HAREMBLRTE. 54k, a1 12 4
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e, F IR 50 GBI T 40 - 43 GWIELENL b, HPEA G B
HLAE ISR ST 6 . LU BFRERNUE TS i aWEEN -, B EOfH
N; G HERALRSE, Wl e e A fE R In(1 - 6)/In(1 — X)) A
ML, A 6 LSRR Tt B S B R ML I SE

-~

0.8 el
—=a— # of accounts = 2
—e—# of accounts = 5

. /:/7 —4—# of accounts = 10
0.4
y
9
0.21¢

0 100 200 300 400 500 600
Number of VMs

K 4.6 FHEESG

(=]
N

Coverage ratio

el 7% 7 SR L TS SR U W AT AT S 6 P 1 R LI A
M 27 5. 10 DIKRSIEATTEEMNL, FSERERR. TUES, SB0CE BT 100
I, [F3EE f R A RIEGE T S 5 DASFEK S B8 72 K (360 & REBLSES]) 1Y,
Al e Rt L il 90%; HEM 10 DAFIMK S 8O 25 RN, 7 s R 95%:;
APJHEBIROETT 500 I, iR HIK S SR Z D, ARSI A e

W L A H R RISESES:, A SCR IR TR (1) BB o =X T
[R5 BT 1 SR B, SR T — Sy S RO s (2) ASRIK S RN G0 EAH [
A DXAR R SEAP SR A R RSN LI, 7P 25 BRI REVERR R (3) KA AIIK Sk 2, Hods
R s (4) SEBISEALRT T R R MmN, s AR AT REM IR = R SRR R,
WAL snl.medium 2 (FpAY) BRHLLH]; (5) ZE s KRR EMIOREET VM
Flooding SR , [R5 1 RE SN LIC 45 o0 BC 21 7] — PV L I I AT 3 (6) £ 1R
—I RN S AE ARG EN b, AR T ZTHX FRmE TN, R
U T %P SR AT AT

4.5 RIS EMILEHE(L

h ESCRTR, 4 NE AL SORA B — SRR, TSI A T XA A
M . ST, SO LN A R B B RELBLIR IR A BRI, A
BEHh— FE T P77 RE L 0 B LR s 7
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4.5.1 ETEMNHFERNFREH DoS K

FERT ST, Bode kR AL AT A B Al SCHT IR A A7 S 2 SRR SE L = A BT AR 44
k%5 (Denial of Service, DoS) Btily, HEAREAE 7 AURIA Wt A N A7 B 2 O, 3Rk
KEAFVTRINAE, AMTEBITET 6 EHAREANUCIEIER S AFR AR, T
A FH A B (5 TE —

bR 1A S I IRTRA R, R R YA AT Bl e T RT3 R AL T & B iR 55
SR B A b o Bras REAUN L AT I I AN W o B SSBE BRI AT (I Hypervisor
P44 if) EPT/NPT TU3%), 3R BT & 85 ks 1459,

4.5.2 ETEENEEEMIITZELSE

HT EIR DDoS Biili, 45 a Bl B, AR5 —Fhaee o e 4z B br i
ML TT

ﬁiﬁﬁﬁﬁa%ﬂﬂ@%)ﬁﬁﬁﬁ%, R B AL A 2 St & B, T
EITAE, BRI DR S B AL B B R 1 . N TRURTTE,
AR & GV TN IS AT B B 2 A 1 R AUNLRR A probe AWML, FF UL AR
A P = {probe|py,p2, ..., pm }s HEEE A RERERS (TN s PERS) #-A8
remote ¥ijo

YT Il 2 TR T B 50 B AR WAL T 30T A X HA 8 k55, Af
i/ remote ¥y M1 Z RS . SULFEES, 7E probe BEHNLHHATE T WAAIRIHA DoS
By, FHMEE remote I b HARIRSS M RAE B, & KIMY P hEG BN p; AT
DoS Zriitt, ARSIt ok, WIRFHEGE p, &5 HARERWLELE.

4.6 KB

AR E G — A & R AL S 9% B <o, FRIIE” #9707 2ok SE BB
REAUNL S AR RERLILI (RIS, TP BB 1 8 5347, ELICEElL 0 R R 2 A AR
WIHA R 277 R EEW AL Tt # LB PR E B8 = R LS H s WL [FE, BT
REMLIR D AL BT ES o BTt 0 B EAG I J5  iR R AN L 0.5%,  [AI I e k0
fRH T — RN Bz SR, G A 2R S SRR N 5%, IR ALz i e
AR & LA AT O, BETTRENS 15 2 B0t L5 H AR KR SO R 35 RS 1 1R
2 A A LA G KR, 1R o ZENE T ARRISET %, FERAFRI), MEZETTE (9] 8.4%
IR Th 2 KIESET, R AR T 77 & [105] 20% - 100% MR IIZE . AT
BN o zAR GG oLE], Bl B s A St JHeh, Rk, EEEH
T, Y [ARER R R A AR, BRI R AT AR O KRR A 3R £ il 55 M
(Distributed Denial of Service, DDoS).
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AREP TAEAR T L X = G Bk, 2 — VIR R SRR Bk 120 2T .
B o =fF R E bR, HESRIIHEENEARS KEH =6 FUKE. 2k
FEXTUCEE, A TG RS IE S ETE, B AN S By %, BT ]
HE I8 FH (189 75 3R A e [T B o R P 55 S it ) i
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5 ETHEFZREESSEHXEKNNEERNGE

I EUET, BREES T2 —DEEEE, HFERET: H—, BLRi
Uy I P AT O B, T R G BOR AR & A R R O SR, T HLBR = A &K
AR TR B H =, Egp i Ealm riE A EH T et E s, R
XTI ZE BTt B VRS AT 0 b, ok ORBESE I, B =, BTGt E Rk il i A
TSI, BRI Do) st e 5 0 PO R0 FH TR I VF 22 TP, n AR R FX) e 1] ) o 0 25 22 PR P . W
S5 NHEH C2Detection ¥l 7% BY, B4 Hypervisor ZHi3kAE B, JFHAIH S/RBHR
55 DU B A28 ) XU BE SRR AT MBS {5 1 . C2Detection BEAS I A BE (5 1B YE AT,
HIESEITT ZBA —E My e Uil &k 2 Ll LKM 177 048] VMM N #%
(1), (HR1%7E TR EIZITIE Dom0 MINIZE, SEHEERIEA . Chen A B j@
ok A5 R UL [T 7 oA IS 18, AT DA LUK B P IS P SR B IR PP B AT o 2R T
AT R E BRI, BORAR, (HR W R EHIR K.

ARELADAWFOEA B, = T —FE s B R E S EEE (EE) &
MT7Ee N7 SEBa /R, FIH VMM AR AL S R S B o R - R
IG5 FAF KBS &, St 17— AT 07 THERA & AL A 79 A o = B A5
BT

5.1 MEEEHXREXDH

7ML F A LRI 5 T, — R T LAST e WA A T {35 4R o4 e
V7 R BI EE  SATT 2 TR T, Bt oAb RIS , Sl fS
SRS A LG B, (7 TR R AR R AR ST I, AR R
AT 3 BB KA B L T R 553

5.1.1 BEfsh5E4

J7XC SR, P TN B ) 3 AT AR 7 VRS AT DA AR 2 I Bl . RS R ALY
RGBT A, SN ERIE B, TR, — NSRRI EFREMS, —DNHRE
HHATRRAE S CRESCHATEFRE) . AT [R] 3 & DA 2235 ] DA It
X 73 B A 7 B0 A RFAE R

THENLR G AR DR ] F AR BRE BY . DL TSC WK CPU TR &f, st
BT8R, T/0 FRG (SEH I, DMA HiE IR ERE) MINFTRE (FdE /844
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B, HANAE). Hr, A7 CPU N HIFR A SN 8 TSC, AT TR SEI I8 i RTC.
PIT A1 HPET S4B AT RN R G Fr e it BB AR 1R B I it

FALL/O FRG . WET RGEREE ST LI RS Re iR b1 — B R R e
I ) [ o A A (R A o X S AR AN RR AR AL ELER R I o, (R X S e oK 22 B 2
DA, B, AAFE T RGEEETHAT WA SR AR FE AL 2. AT RSt
A (R T DARE F T R, X R T B ARSI R S LE SOl R A A AR
Bk LB S B D AR A L XSS Bh ) — A R, X R N
PERIRE a2 N S ARt S ATV . R S R I KRR AT R R A A T
2B E M nPeRn e, B, ZEMAH DMA S 2k kg b JEg R
FEEHUE R AR BN X, SRERMZ P IX S — 70 A5 s kA
B, ZERRRANE DMA FCaHteE: AR, Riln—E, S8R RN
i, FEREATEAE R CRBZ M X R A — G EREE, B RO AR A 1)
RN BRSEA AR, (o RENS LA IHAR AN B R P P

BT LSRG, SRR AT DA A& N, IR = ] B H I AT ] H 7 FOAT e
IFIE], LLAnfE DMA fFiE H, B0 1/0 VT R GG R A o GIX e ar = AR i, 3
A LA F VR I 4

5.1.2 BHS5kR#EE

FeEl(5 18 50 S5 — A =N AR R Rk, BllcE . @EEIE. R,
fRilEE IR A — RN R R . B, RIEFMBICE RGN 75 2l 7 L
A G E R E . IR, Bl v DURFN B R IEFHE S KA. =, BEXNTT
15 AR B85 2 AN R AR RIS B o

WL E W AR R R X g, WR S A R A E A A, W R AR
ANFEIR AR AR, WERMEEE I T AR R O SR R TS R, AT REAE
ELRBEA R A 2080 N A7 25 (8] R VL83 X AT T 25 B ) A vk X
[y FA

M, ARG TE 2 RN E RRE, HRARE S AL E(E R
BRI RE JT o A AFRATIT LAREAE, S SCIDE A3 A1 A Bt £ T A WU A o3 b 1) A8 e
TTE . Wm, AT R FH FA SR 43 B ok I REAUALIA] () Bt il 5 3
5.1.3 MEEMWMA

IEFCN A AEAS B R G P s s A ], JRATT AT DLd i F — SR e Aok

PIREFEMUEIE . 1220 0E — D FAR T LR Bl S8 A A A5 B8k, E e
FE LR RIS o
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AT AT DA ] A 0 B B A BRI (WS = TR AR ) AR, RO (s
SIREAE) NN T8 SRR I BTy BB, NIRRT AH L R A T R
T B ey AN 7S G AR R AN ] [,

FERS S AT I T7 1], NAZR I RPE RO A, SR PR IR AT O 25 I R AR %0
il BFUEA T AE VM H40h RIS EAERAE, £ Hypervisor J= E#E 1)
A RN 7 %6
5.1.4 BRREEND

TERIEEH, SCHR O] 7R3 7 =RFRMUEIE, 7 alS N . Sla) A -F & R
I8 0T RIS N RIS E, H Al CA 7t g LS00 S AT I . T T
FEMEHIGIE, 18 P, P, REeiEd W IERIE(E, il A 2T Markov model
S J7ik o8 SRAGIN . HOXFHBR S8 2 AAAE T MR, ANE T a1 T T
FRORAEE, DRI &I F AR IR AT 7T

ATT R F R N AR B BRAE T, BT R AU SRR B BT A s 2 B
BB ERIT A FT . R EBERETE SR (B0 # L IHRNE =2k kRS
AR m H EIE T B AL, B R IR R SR A I RS il E . AR A E
KR —D k.

(1) E TV BB R, A RO RIS B, B84 2RI EE EA1R
CPU. Cache B FI Memory i TTELELL b7 F 51 RS A4 o5 BUH W5 5k A5 15(E 5, W
Whisper B2 2545, [0 A4 AT Ag il i 4 8 3h 2t & F A5 18 Boh g 7 RS 1 .

(2) £ T R2GuH A VMM HEZHUH B 8, R SRR RIRRETE: T 5E M
RESNLI A 38 A5 5 U E , REAME T & — AL = BRI U i, Bl WA R Hypervisor
PRt EiE. VM RS E N AE B9 R/ Foreign Map SEALHI B, 40 & 5% Ty
domain M| Z N AE A H], $EUTT domain P AUMLEESR BUELHE B[R], T AT LA
AR IS [A) AN 78 1 R PR A R N (A5 3

(3) BT = FEREMHLET EIF (Instant-on Gaps) Al VM 1L # [A] B 55 Xk,
Guest-VM [H[IBRIE1E; = TH5 4% 75 FIBRPE IR Ss, k2L o] DIOAR 35 N 47 2
L, EEMEHL RS B, IR BRI X A4S B AL A S Sh AN [F] T
VIEINLER AR E RG AR, LR 2P A IR X — R BRHAT I, G RUE
ML Z 2P 9 BIE B (Instant-on Gaps). Bl H 16 T =it & F &, WA BLF]H
LR RNV ERT PR R, GIEFRREE .. Tt T se R =7 60 B i
BURERARAE, Ff A EEAL TR, Sl RwkEIE .

H T RS R EEF R E 2 . LAATE, RIE ik 7338, AFRAE Lamp-
son FAIHE H B RE5 TE LAY i RR At b etk 1 R B 18 2 S0 (AN B R85 TE ARG
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i)
EX 1 BiEERTA (V, T, A, Ph, Pl)
V' = {wariable | Each variable represents one kind of resources in current cloud

computing system. }

T = {type | Each type represents one category of covert channels in cloud environ-
ment. }

A = {attribute | Each attribute represents one special feature of a covert channel. }

Hrp, A2 V RILERIE variable RS T NRBUETER D RIES (RS
BRI HER ARG FIE X)), A TBRBERIOGRNORIREYE atribute FIHEE .
T 5 AU ER RGP HE L attribute FnBRHE 8 1] 5EH Mfata @ . Ph
A P15 H 2 52 Bl (5 838 A5 10 22 A (B TR X7 T BARRGE 1
FAT H S 22 Al B RAG B AR AFEEIE, T T type iR 1 F A5 T8 2 I R Bl
{G18 (Timing channel) BURAAiEFEHUEIE (Storage channel), &g N A7t #& ()15 18
(EAE RSBk, BEAT R MIRSHETE) 802 VM B IERRIEIE (Ko, HREH
FIFEfEE) JREET & RS E (MSRNERIEIE). A WE2 172 el E
HRAZ AT R BN EE I H o A I attribute 7] LA B BRR(S 18 R0 15 B 18] [A) RS
RGP ATRHE, variable 2 EWR (RS B5%), CPU. cache 1%L, VM Exit/VM
Entry (U3RATIN a], AR 55 0 LI [R) 555

HGINKE T RRYE A W, BATT AT A A 3 S SR AN VR B e
Rl 73 A RS o I AT AR IR e I g8t 7 5 R R AT I i 1k

5.2 ETHEFRFREEMESERNTE

WRAE iR AR, BATIER I 1R RS TE AN A, ATAg i

(1) BAEGRIAE I E S SR BRI, B DU 470 S8 oK 70 A 1 i) 1] e (1 B )
AR 7 AR BY, AR SR 7RI, MTORRHERI A R, B R R R E
FEARFAERAS I B i 15 T8 A9 A FH 1 o

(2) T JEARR) SRM #7730 23 M B = T AN e AT i 102, 3R ot 1071,
e RENS H T Bl 5 TE R SEF AL I o HEARERATTIE IR Y 1 3+ XSRM(F 3L 3 Bt AR
W) BOSEAF ORI A T ik BRATAE T B JL 2 B PR R G M i 2 ik 2 B, 32T
T HAF R IR S B N A& N . B e AR S5 A 1 R A
SERIBENS SIS & T ORIBZ I 0L, 3 T AL JATEEH T oma i AR LS, B
FIN T ARG

(3) A< & 7 A FH AL L) B3 0 DU A8 L) B kel £ B S ML AT
PER. B, REWLE P A 2 0 EL SR IFE N Z R R 75—
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JiH, ATFEIARE VMM =, XA % - ENLEN . BATI AT BUE SN )
WEFEINE — DAL, Xl DUE A B A % 7 ESONLAIAT . OIS
K2 B RSN LR AR 58 i oKk ARG IURCR «

5.2.1 EE{KHESE

T B g e E IR AT, FRATTSEH T = IR EE T R E G R A M AE SR, ﬁuEﬂE:ﬂo
B, SHME BT, XEMEEEHE: VMM MEMAHE. o FENERE S %
RIS EGE S ARG, B B B SO FE e S A i SO AT o B dh B, 2
ITIG VbR UEAL, 5T G ML A o, 151X LL R (5 8 U RFIE RE 81 2
ok, DMEAEE. FXTHEAETIHF, WKREFTBATEG— e FFE4EHA—
SR, BT IHF, FRATAT DU S EAARRAT N, HERRE ORI T, e
RGALEERE ST AL, ARFEXT AT R B AR A T R Al B R — IR R
HE, @SR E R, FREEEGE. . ESE R 2RO, R H AR
A (FFIE), ALl —BULRCHN . )5, MR L HA P H R —— X B E 8 15
ik, AT B i, 3 B 1 H 1 o

Information Gathering Data Cleansing Event Merging Rule Matching
D Rule base
Event Flow .
" EventNode CC rule 1 v

EventNode CC rule 2

&
T d CC rule 3

)

<V,T, A, Ph Pl> COE

5.1 PR B T8 A A A 28

5.2.2 ERUE

AJ7 i FE AT A ER & EESMEER, FEEXNHEMEREHE
Lo el B AR . b, REWERRN B FEREAER. AR50
T FHE. MEERCE. W72 aRng, TR HRESEE R
5221 FHILE

N T SR P A ORI A AT B T VSRR BB, 0 AR AT e L
EX 2 EH Event

Event e = (eventld, time, vmlId, processld, sharedV ariableN ame, type, attributes,
return)

Hrh, process M sharedVariableName € V 53RN EARZAKR; FE
type € T FHIRIIRZFARMFIRIIN] . attributes 2 H AR T, XM
5%, attributes BFE (CPU load, memory access interval); XFT VMM H:Z A7
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WH A, attributes 7BYE (Hypercallld, grantTable Number); action 37~ FH{4FXT
BEEAE, BUEPTRNEE “R7. 5 “W7, HAth “Other” %&; “return” F/xH 4G
FE 5 AT I AR IAT B P AR

FEANLE B 5 F LRI A T R 2 HEE S 6T Xen 80 KVM
ZRMEAT &, A2 VMM 1 H G DLER R8RS, i Xend A1
XenStore K1 & (¥ B.3.9%) . SATHERLE RGirh, B2 1k HORI AR Bl 2 O SR R 2
k. TN —#H VMI fl VM record i AW X EA(F Bidx Tk, TEA1#%
FAF T A ISR a2 M

5.2.3 ¥ RIVHZEIRIER

g E— 2 HE BUCEEME B0k, [ rRfR s, (HR X R AR
HFEE, MFEIFAEERIAE NG R, WA R85 7 ILE 8RR M B 5
B, XX ey T an it — D R AL ERR,  [RIEA E E B, % nT REAE U )
FIE TR R

WL BRI B R e ST R, € SUEH T A7 E L B b .
EX 3 HEZFFKER XSRM

[ S M B RS, & RIE AN XSRM = (a;),, o« XSRM
R EFLRIB S, EodEid, RE2HIRELO ST BEMS KBRS
HPEsE. it XSRM & —MiR A HdER L8, R it .

XSRM = (E, A, V, f), =Wau ~&HEmcd,

Hi A5 EC&E EX 1M EX 2 14T 17w . Bk, A 22—
AT Rl A BYEARIES A = A" U A%, A” B—DMEPBIENES, BaFH CPU
13k, cache/NAZHIVT ][] BRI [A] 4545, A R—AFRBMHRES. B LELEY,
SysCall/Hypercall FJZH555 . V ZBIEERIE, WV =, Ve » BV, 22
B oa MMEHE. f: ExA—V Z2HENEEEENRE, XTIEE ae AR eeF,
#E f(e,a) €V, o

1 g g 3L B U YRR RN 55— 4T % LA B 7 B2 bR 84T {ann, ain, .., i}
K AG,:) > Bl {ay, as, s amg} 5 A(§) « XSRM G172 18 RIS B A %
T — AN BB RRAE SR I AVE T R — AN M AR RS . R, fEEE—
1) sharedVariable 5& — PMESASFIY B, CRRIEEDTE, 22— Mk HAHSE
) JE 1

— R, L RIERRE R gepk AR R A A MIEE (40 SCR [116]) P EiE). 2R
MEE AT et Ja, B RFER] AR RA I [R5 1E . A2 AT R 1%
R RF, TAEELER) SRM kA TCB JRiE/E A . XSRM H H4EN 51 #2175
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2 5.1, LB MRS

XSRM sharedVariable a | attr b | attr c...

Event el

Event e2

Event e3

ZIRHET RIS I B PR P (30 2. ) AR ph L B8 M A

(1) F T o] A5 AN S 20 S B o0 . AR UL, RIXBERERIIES) (20
FA) ANESCHERE 135 Bl 2 18] 0 PRAFAE RIS 18] B SRIBc. R REARATT ™ A (R I 2 iR 5
i, sCEMAVER TR G GEEARR) . ARRZMRIRA AR TR E S
RS T, WA TE SRR

(2) f£—BREF AT AP AL R A, RO TR PP AR AT BEAR AR 1Y o 1o HL
2 BURMMLI R ST, B RESUNLI A 5 AN RE LRI FN S B i, (B ARATTRT A
AN 1) 7 v T A AR T ) SRR A () R AR . FRATTI BRI IRATT R R P
PEIFRSE R A AL AN ER AL, IR JE 25 A wrab BB N L2 (B (k0 2010, 28
Je B ATt 5 1 T i 15 T ) A AR

5.2.4 KEKILEC

FE H TH D SR h S I AT BN SRIREL TS, A T B4 120 Ar A R IR 4T
N, WEARENAHF R DRI E T %o BR0R A A SR R
Feo), DRI ASE P Ay 2 R0 05047 A D DG T R i 300 o i £ 38 PR 5 328
5241 AT REDATEF M4

M T RERUEE R R TEER—M, FTlE R —REERRIE. TRk
SIETE A, BubE AT A S8 BRI AR R R 1B 77 R L, AR
PRI BEREAE 1E 2 TR o0 RIRATRT AW B, ZERS#UEE R b, S mT LA VR RS
b TR — 4 R R R RS B R AE RN, et RERTEEARSGHEER.
2R, ) RS (5 T8 i Mok 5 0 AT R AT i )P B, A REREAT (S B SR
W, BN —ESE Nk ik,

BeAh, I A PR A AT DAFIA B S (B Bl ) it oh e il X AN BRI
KRTTRES LA BRI, X RENE T B IRATHEM B i 28 14T Ty o IR A A
2 RVRE T T #4) E DT RO R B A 1R K B T, SR TR se i, Wl T B X 2
, A EE SBE T FERAT
EX 4 BEAEMH Associated Events

VEvent el,e2

-60-



AT T R LIS 8 10 By e B A

If el.type == e2.type &&

el.attributes [i] == e2.attributes [i| &&

lel.time — e2.time| < TW

then el and e2 are considered correlated, denoted as el = e2.
EMX 5 HEHR Event Flow

EventFlow event flow = (event FlowName, event Flowld, eventList, TW)

Horr, event List RBERMEAT ABER, ORI T FARR o0 N S5 2 8]
JFRFR. eventFlowType $85€ | FHRP A S ALRZER ., TW (Time Window)
FaoR TR R — AN A B B o — A SR R OR I TR B

Z U, MESFRE R EAT AR R, RPN M B0E R i i 10— Fhik . 2R, 1%
G HBHR 2P AR X AME W T RIEEM, BN T &S T MR R A N
5 PATECE T RANEE . TRATRE TS PER XSRM, FE T A
iOPeeiE T SUNEE PR - RN I 2 (L V6 )M T b i I Friad 5 T
A DAL 2 SRR R AT PSR4 A o TORE— N R 040 45 ) BE 0 AR A7 ) e pl 1
el G5 K, TUREHCHE 25 A0 W] DLAE FH AR ST H AR R R AT A ROt Ab 3 . FEAC B, >R
T —ANERE BT SRR AL I SE A G v T AR R 248 1 1r) L, A AR

(1) I BRYSHE > 18RI H fMA, FFIRIF R B/MERITTES, RO &
SR R

fEfmE <5 ST VBB HSE, REAIFEZE AR T F . B
FIEPAT Z AR Tidsets (R) = Tidsets (X;) N Tidsets (X;) B, HT XSRM HJRF#K
B (WESASAERE), FEATEW T Tidsets (X;) and Tidsets (X;) FIIFTE RS
TAMUAX LXK LT [/ —MTH I R Tidsets (X;) M Tidsets (X;), GnRAATTHHEE
AT A TN ZE RAZ T .

(2) AT7ZEFH 7THFE B EAR, FIR Dy 7TIACOCE i Sk, N T RTE 2
we

HREFFIZATI, XSRM #F LA R, 1 AEAFAEN € I [a] ) XSRM #2454 B
I 73 45 4 72 70 AR RE ik (5 T A, AT SRAE R 1 BBl B S vz 3 A v, 89
BOMBEHBIA . SEBR AT £ — @IS [EE N (W1 10 #2) 708 17/NER ) XSRM,
AN G 8] 25 70— 284 XSRM. SR IMAEIX — B [H] Y, XRSM AE il ¥ 70 4 55
T H R 2 TR o AR B L. #AER L, EEE T TR EdE. B
I, FRAMEE o BRI, W T BRI BRI R LR RIS ST H £ . 7%
ANBE SCHE G B N F2 88— 320 /N ) XSRM &, SREMRHE 2 AT XRSM 453 H 45 R,
ZMIe ™ —A XSRM A USRS H 8, 111 75 EE M 3 FR xR U 2 i Ry ke e A AR
HIER 7> 2%, FATERL A BT, MR 4 R4 R .
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R 5.2, FEHEIL

i\: XSRM truncated by time window, S,

. Frequent itemset L consisting of all event flows

1 scan event database to get initial frequent itemset L,

2i=1j=2,n=1

3 EwventMerge (L) :

4 for X; € Ly do

5 for X; € Ly && j > i do

6 generate new candidate itemsets R = X; U X

7 Tidsets (R) = Tidset (X;) N Tidset (X;),
IeAb Tidset (X;) 5 Tidset (X;) R3]
A(:,4) and A(:, j) in truncated XSRM

8 if |Tidset (R)| = Smin
then i =441, j = j 4+ 1, else break;

9 Lyyw=L,NR

10 if n < k, then FventMerge (L,y1)

B S E T 6 ) B 12 Pl R R SR AT, 00 SRS 590 ¢ X
THATICEER . SRIG IS 0 AT RIS, R n + 1 M E A
PERifE. SR REREE T, BRI RREBE AN 2RI . 5 R R
Coin I (VLI i = K/ q ), BATTTE BRI Coi B2 BAFEIE IR R L (7]
N, S RS B VEARUTACRUN , 55N SR B S PTLAIE MBI — 28, DL A
%, AR b,

5.2.4.2 B AW AL M)

FERIFI ST, 2R AR T e AT T A . AR Fah i &
fRIEMRSS, RZAE SRR R AR RV . T2 AT TR R 7 58 6 A4 B shAa Il .
NTIBRZEAEE), 4 7 IHE L.

EX 6 FHM Subrule

AT AR g, EIAGER TR IR A RS BT T
B2 BNF e LunF.

subrule = ruleHeader(“ruleOptions”);

ruleHeader = action type Ph PI;

action = (“pass”, “alert”, “activatedBy”, “revert”);

ruleOption = (keywords“: "String Value“;”) *;

Y
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keywords = (general, attribute, processing);

general = (metadata, VMid, Pid, reference *);

attribute = (CPULoad, memoryAccess, shareMemoryRequest, others);

processing = (countFunc, frequencyCalcFunc, expectationCalcFunc, entropyCalc-
Func, others);
EX 7 EEHN Matching Rule

rule; = { subrule;; N subrule;» N ... N subrule; ,, }
EX 8 EEHNME Rules Set

Rules = { ruley,rules, ..., rule, }

5.2.4.3 FHRIEER

HIERIUR R AE T — RIS, KB BAE AN TR, o
FHATIICER (i p.d). 7E3KIL T IR0 PR R 5, FRATAE P 2 S R AT R
FPUE RIS — N3 0 T A 22 N . SR 24 H 0 DC T A fh % fr i
fi%, AR UCFEAE TR A i — /ot B (23R (v 0B.3.9) -

eventLis

Aelededes
/

K 5.2 FHAFR LR

i N DLREW B, DLRCNT 3 i A A A PRI V8 . Rl UG P2 S92
b3

5.3 ETHZ=FFEEEMMEERNARZKIN

WTE@%E‘J&ﬁ’ AEAE Xen S 7 —ANFEM KRS, HH T —NMHER =&
A4 OpenStack KEH BN AT RISEIAES 2. HECFER, FIE
BB SO e A RO IUR B 5 TE UL RO A A He . BB 4 2107 5
WEAT R, HECFSHREESLT VMM 2, HABEEE 4T Dom0 HIH P =30 .

IR RIS VR Bad AR, B AR E ) OpenStack b, @A77, W]
DA RO A 55 A s AT IS ), B BN AR BN fai B . F P n] LURYE B 75
SRAS FAS [A) ) 3R 30 o A B A A I QIR ES o IR KR T 4 A 20 hook SEHWL GRS, T
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* 5.3. HmILACHEE

i\ event flow file, Rules
Hit: Threat Event Set F

1 scan the event flow file and separate all event
flows into different sets by eventFlowType

2 calculate the total number n of all the event

flow sets

1=1

for Vrule; € Rules, do

for subrule in a rule, do

for eventList in an event flow set, do

for Ve € eventList, do

0 N O Ut = W

Vattribute in e,

if LHS (attribute) == RHS

then add e into threat event set E;

9 t=1+1

10 if i >n, then E = E; N EyN...N E;, break;

T B EITREYT AT TR N G RT LAR AT E ARG & s AT ) A 3
W, JFH, XMyRAGK T AGE RN, AT EE SRR RSt FRitZ
fb, XS AT LMK T 27 6 RGEIAT I RN RAG,  DUR 2 — SO AR

5.3.1 HFREFRSEERR

N T HES MBI TR, HE SR IEBE A SCE et 7 Xen #9°F ERML
(para-virtualization) FE/AF B (HVM) 228 BB T, w4
Fl (guest VM) LT HVM 280, MHARE T PV IWEfET, FiUAZE ALK
73 VM & i) S AT OSBRI o AR E A TIC R R G € 5 AT E M
H:F,

BB — BRI S, ZEMEE L Linux RET R FFFEAE,
HAEB@AHM Linux RGO U0 reads write A ioctl 25, & SLbr EHITEHZ A Xen
SR PEEESE. st N 52k . A, B E A TN sk
T BR) o UL r D A R [ ) R B, 4R AH SR 1T, 152X Xenstore 1 DomU HI{E B (B3
HIEES SILENAEH G ). HEILRBYIE R H P20 S B AREAR Xen &
R FEIT . XK, Dom0 HtEEW IR %4 1 RIGHLIT B A DG H &l sk ThRe

W VM WA PV RSk SCHL A F3RE, WL Zi7E VM Exit / VM Entry

_64-



AT T R LIS 8 10 By e B A

(i) o8 M TR 42 S Pl . B 4E Hypercalls, 1/0 53K, A Wi A& Fh 7 5 1) S AR #0
ALY T L HI 254 (VMCS) fi3k. BfRkil, Xen $24t 7 & TR AZR AL
L R A s D) RE, AT L@ E VMCS F bitmap £5MK5 VM AT NS T .
BT L, FRATHFHAME B T X e R BORIE BIA T B H 5. fltn, N 7 #8—4> Hypercall,
BATAFEIR LT HE VMCALL 84741 VM Exit, HEHHH T Xen 4# DomU
VMCALL 484 1% F iR %k

P AT Guest-VM TS 5%, RIS . 9 Guest OS 44T INT
84, M&vin IDT %, @i EE IDT 1) limit EEI DSBS EAES limit EHF
A FEACE RIS 2 BT, Guest B2 limit (H, HFHWHEELS
AT DARE I, SR A, e —A #GP ®%, P4 VM exit, MTIHE
Hypervisor #(3k. Kk, R ZEEE—/MHE/NT limit /5 (40 32), #ialLAE VM
Exit 5T 58250 kb3 .

Log file
Dom0
_________________________________ User Space

User instruction
receiver thread

™ Main Thread
VMCALL/VMFUNC Backend Driver
Instructign for HVM
_______________ N | 7?
I LEvent channel
_____________________________________________ B
Event channel |
(virtual interrupt) | Fmr,ltend
I } Driver
|
! 10CTL pa |
8 |
} interface Log Cache K  WRITE interface |
| |
| |
|
| Virtual Device Dom0
|

Kernel Space

Xen VMM

Interception
sub-module

processing unit

| |
| |
|
|
|
|
|
|
| |
| b i
Log recording # Log buffer }
! I
|
|

‘ Hardware Layer

I The core of

‘ Performance Counter

K 5.3 SHfFIC R

5.3.2 FHlERUEREDR

FEAE BB T (T A BRI IE T =P 6 RGN, TANE guest VM. IXA{
7 RE ARG R UEAENNE, BEEE TR .
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ZH B EH bR R B H S 2B EHME R ik, AmiE
{42 APL 41 VMWare ) VI, XenAPI 8% libVirt KIREUX L virtual platform-
specific data, RJEFAATIG— e XML 4B HEbREIN, FeA 10 @ T g A4
R —2e L H = F & (W OpenStack’ controller node, VMWare’ s vCenter #1 IBM
pSeries” HMC) Wy HEAFAF SR Z 2R E .

L 1 S VMM &M R A2 1 H 2 Dom0 B HFH & (3}%%),
VIR AL P 28 TC BRI WY 2 22 A 5fmg . RIS A N T ENME, F o
PEALHE P R I AME B, ST O AIRER S, W TAF 6 S R 4i S
PRSP 0 T IR, A o3 T8 1 A4 9 4% iy 11 XD 4T I ANBELIT, % Bls ok
R I A, T 9 2% Ak TR 3 AR 1) T S 5 A A o

5.3.3 [PRlk(SEICECRINARIR

WIHTSCATIR, AN DL R SR = 2 H Ar R AL B g % attribute, FHIHAFR S PiE
SRR EAT UL o
5.3.3.1 HLN| HALW E 6y

WIUE TR 3 25 X0 BB T8 i L 2 W) TR L M AR, 1 SeminT LA AT F 41
FIEER ARG s F UG W] DU S — e B 5 18 T AR R AT I/ . 2 S5 IR0
AHEE GNP EATHE, WAL R RGEEFIREAE K. WA P S L]
(R, T DU I A2 e R D 0 S s B0 U A e R, T A = I AN
AL, Al — P RIA .
5.3.3.2 IEELE| &kt

XF AT HEAT UL BC H A% O B TSR AR B A UL EC 51 28 (Policy script-based En-
gine)o AAHRYEMIMVLHD )% RBR KRR, HABANE, AT 5] AE: TS0 1
ARk BT UL 51 2

51 BE A% 0 3 A R B A @ B %% (Policy script Interpreter) ] [ J& 14 4 43 B
#% (Attribute-specific Analyzers). HH1, SRS AR ARRE S 07 5T M TR H B 1 ) 2k
Ao, A JEMER P28 B Attribute-specific Handler 1/, F| FH IE A UL EC AT
TR A% AL S 0 s 5 DL BC BT e o R P B BEAT UL T s & DLRC R Y, 51 28R
FEAHN NG, REHEEE, AR5 EN B RG] REAAAE IS TE R A RS 50 I
R E R

5.4 LS55
AZEREINSLIL T T RS, B SZIGUERE T &R S8R AT AT PR RS I A 18
i ae 7. MRS ARG — N BA AT A B Sugon TC4600 HLZE AR S 28, ©&ANT)
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FIRSS28#AE W 2.50 GHz K Intel Xeon E5-2670 V2 CPU A1 16 * 8 GB ) RAM
1fo fE_EIRE FIRATRE R T IR = oH L & OpenStack, 9EEF- &5 mi E#EE
7 Xen. VMWare 1 Hyper-V ZEHNEHF&. &6 FH LEHE Windows XP &R
%5 Ubuntu LTS &40 EDNLE T -

5.4.1 BHMEIIE

5.4.1.1 Fa Az A\ A5 R H A0

ARBESEIL T = AN B AE E R R IR TR A, DR AR B T HE 28 1A 251k

A. B IR, ASCSBLT HT Cache M B NERAS Y, BgREKE
Tio o, FETANAASLIIRERUE B R AR B E S, T FE B R A B2k
Vil 5 ZITIE RIS R IR I N AT S A, XK e R v Il b 58, 1B S 3
WNAF VT R ZERE, DA SRA G B EE . AT Hak T 704k, FF bz E1E
a4

B. Xen P RIS B IL = WAEMLAI AT DAy o =Ff, Horp 2z — B2 o # 0L, 7]
BRI WRAERECEEE T E R BRIV ERRS T, ©
At RENSIE L R F B O S Bm s & (offset) AIEHEKE (length) KL SR,
SR AT IR W DI 48 DA, IXFEsised T Hypervisor Bt e, & H—PfEike
W18 .

C. fEEMMIA G, P CPU &Lt vCPU HE S BLE &N P e . 28
1M, IX[FEAE 2 B 35 R R AT IR OB E . AL iR BE 88 % KA Credit
5% AR PR 2 2 F A vOPU 2 BCA E A cap 1H (vCPU 8 BB A ) _E PR ) o Baiiii
I8 ] DUAR 3 8 B SR SR A . M kiE T MEDRIEE BN, T PUGE IR =BT CPU
gk, iR CPU $UATI, BfumifiiA M\ R IE s 3 H I CPU f#kirigin. 7E#elk
IifiA CPU $hE NG, &0 DR LR AL 342 21 =1 6 A 1) — SE [ R, A
11 56 B B A T8 I8 A

R 5.4, FE JE MEAEAS I (A R IE

Attr.
Cache hit | Memory access | CPU load | Shared mem Req | Params of gnttab
Obj.
Covert channel A v v
Covert channel B v v v
Covert channel C v
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5.4.1.2 #mF 5%

N TR S R T RS, AR SR HEHE SR B Bl b SEIL 1 = gAY
FoAer N 51 2.

T35 1. KT cache BN AT LLLR T8 S IS [AE 15 .

BTG A7 B A7 B 2 B R A5 T8 R AR 8 0 5 3 i A7 U7 i) SR AR OGBS,
HIX S AE TE AL TR, A7 B RO T IR WA . RIS, JAiTm] BUR R
H M H S TE AR W N AE DT R R, BRFEL RSP & (W vCenter)
Cafeft 7 — M IESHCR T N B AT R N R G PHZER ), A AT T Xen 52
BT FE B BRI 551 B o BRI, 23X SRR IR N A7 R R E AR R 5 I 1) A e AR
EIV A7 AR T AE ) B o

ANEIF: alert MemoryCC allEventNode (memoryBlockNumber > threshold) AND
alert CacheCC' allEventNode (CachePayloadEzpectation >> noise Threshold)

ToI% 2. KT L= N AF RS TE

B I A Bl A TE T AR R BURAE I S HOR A s . JATAT LS
LA 1) A0 DT 4 DL AT B, R BB AERRR R TE . S0 KA il s 3t
FHRAERARAE, RBUWSE BB KR, LK I 0 5 1 H dr & 30T H AL
A DS A AFAEAFAR A E A o BRIA 7 D T A9 B2 A6 250/ - B0 48 DT R A 5
WAL 2 M 22 5, BRI E A IRBUERER S B R B K EA R K. B,
U P BURBIE B N, A REE AR OIE . KRR 2R E, st TR
DRI B

ANBIFERN:  alert inter-VMCC' from VMid to VMid (gnttabOP.lenth > pagesize)
AND alert MemoryCC' allEventNode (times of shareMemoryRequest > threshold value)

ToI%E 3. KT vCPU R CPU Gl v w538 .

n ESCHTR T AR, T CPU FUERIRS il 18 4 AU AL A — M2 CPU # L,
Bl B iSRS U7 L R AR 2/ D5 R —M)B CPU #. Ry, KiXJ7
AT 185 52 PATRE PR FR I S AT I RRAE IR UG B, BAEKIAE B
Wi W ZREF CPU Mm b &, HRMIMEMEE MIERE, BPATIEFIEIAN,
Kkt LT i 7R CPU ORI g, BRI, AT RURYE AL CPU SscR AT
M

WA E CPU G HZEME, W 75%, M SHRELEE, W bhadsl 1.
G A RAFRICT 75%, idxN 0. Bk, ATRIAKTEEE CPU FIHF KRS — R
LT . MR AT AR IR AN, MSEbs ERA BT, BAm L
FIE REWLIE 2 7 Xy, w7 LAER 2AH N B E AR 0 S A AR
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ANBIFEEN: alert inter-VMCC from VMid to VMid (CPUid = CPUid AND Opera-
tion = alternate) AND alert CPUCC allEventNode (cpuLoad > threshold)
5413 ZEREX 554

R 5.5, BRKINSE R

TP TN FP FN
1 587 30 0 13
2 590 29 1 10
3 590 29 1 10
4 592 30 0 8
5 597 28 2 3
Average | 590.2 29 1 9.8
Rate | 0.9837 | 0.9667 | 0.0333 | 0.0163

% 5.6. AR RN

Channel types
CPU load-based | Cache based | Shared memory-based | Others
Methods
Active traffic analysis [37] v
C2Detection [p(] v
Detection with TDR [p1] v v
BusMornitor [63] v
Our framework v v v v

KRENF IR TN, R O (TW) BN 10 . HERIKIE
JiREFPEREAE MintOS F, FBHE Xen B H K Ubuntu KT HEE 7 ARG 2, A
TN PRCE R, AEXFRMEIR N NME SRS, TARBENLRR A . XE X
TR R RCR AL E (RMEIEM: S R EUE T AR R « N T HIM ST E &
PE (W AFEY5 iRl [ BS A CPU Affinity) RIRCRAISER 1, S Kl EEiE T 2N, 25
Flnb AR, EESIEERER, RO IEEEGERS A, B R C SR AR EH

+

i0» o

b AR, TERASS e, 630 UREA (600 AN IEREIEHES, 30 ARk
ARG PRI IRENR 9.8, FHBEFEA 1.0, WTUIHEER], RGBT
5%, MIRIRRMR A RER], JLPAR] 2%, #aihid, FATRR N 77 % mT B
KL HAMERHOBEEIT N, BT 2R E R

-69-



DR S 22 18 3

0.6 —5—Gnttab_OP + share memory request | 0.6 —&— Memory block number + Expectation + Entropy | |
o Gnttab_OP e Memory block number
2 L e 23 L
3 0.5 share memory request 5 05 5 Expectation
.QZ) 0.4r g 0.4 | —¥— Entropy E
2 . . R s
£ 03} /R A a / \ € 03F . F '*'v J
3 AN AVA Vs \ / e )
= 0.2f =a AL Eo02f  MEGEET : e 1
Eo0 WAV 02 ¥ RN
L - - A\ Q) SoA L N J
0 0
0 5 10 15 20 25
Experiment Times Experiment Times
(a) T3 1 Rk 2 (b) T 5% 2 yfa

K 5.4 A2 BOMRAS R R

1B 4(a) A1 .4 (b2 T R 45 B0 V0 B 51 4 U e A i R R A
B R, Rk VM HHC R4 G B R S 0 Y 24 FIEER, flin cPU
T, AT TR L K 77 U ISR . 332 DA b A A 5 10 0 T DA e 8
EHEAEAA, Fah, BATATLAM Xenstore B H EFM LibVirt AP 350 H & A 3R EL
B 52 iy 17 SRR B B 2 FH 580

HE R E, JRERINN—ME R EE attribute B, iRIRFEC N ZEF N [Kit,
OB B YRR, AT BAER IR R . s, ERMIA R (LB EIA
ST RA I TC AT ) AR

SIS TRRM, 5 AR SR AL, %7 IR £ FT LUK I 5 2 270
Witz . 22 bbbt 7 %07 S 2 10 BT A T ) i 12 2
5.4.2 MEEDHT

T HE— I A S R RGO MRS RS, W T XSRM 3k AR IR e 1)
RS RN RERS I
5.4.2.1 H kMR s

L5 I, XSRM Fk/INEAR [ (i 18] 5 02 % AARE 1. 1B.5 (a R .5 (b ) &
R T ARRGELEAR RN T HMERS (XSRM IR 40T (93T I 181 o A5V 0] S0
TFH4iM) Apriori B3k, MFEEEH Bclat BEHH 1.

4 XSRM FRATH0 m 20T 105 BUE, S5 VEURAERE & F 23 1A B4
MB Z. SATH TR S T BT R TR, DRIk, BRI ASE P T AR A
BRI o AR, MR RSB (D F MB 2 I, IR B T
B AL AR A A
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100 200
—=a— Qur Algorithm| _ —=— Our Algorithm|
@ —e— Eclat 21754 —e— Eclat
Oé) 75 —4A— Apriori E 1504 4— Apriori
£ =
S © 125
504 1004
754
25 . 50 A
254
0 , ; ; 0 ‘ ‘ ‘ )
0.0 0.1 0.2 03 g min 04 0.0 0.1 02 03 s _min 04
(a) EXF 5 # N ER XSRM (b) £xF 15 BN ER XSRM

5.5 ANFISRE IPAAT I 1] L

—©— Baseline

—&— Engine for cache-based timing CC
—v— Engine for share memory-based storage CC
~—t Both Engines |

o
[
T

<
~
T

CPU Occupancy Ratio
= ]
[\ W
T

o

=)

Time (s)

K 5.6 75| ARG

5.4.2.2 R FRMERE ST

N T MRAE T EIMERE, S BLET T HA TG, BT 5% 3 ALk
T CPU A CPU FIMSMRA, FILIEHRIRELX T CPU ke, HEEM L,
HF CPU GRS MIZ T, CPU M % AR . E6.45R T Xen domo 75
AR TR THIEAT U0 CPU SRR . b T A 7 587 — e T R P
B A T BT 1
5.5 AE/NTS

AT IR (RERLIRED) R (RS B e I, 7408 T R L4
SR IR X B, B S HE RAURR T AR T RS I, 45 et
R 0 3 AT 2% T AR T B0

A2 ST IR 7 7 50 % 08 T R IR BE IR 1, 16 (5 BRI BER A T %
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B VERL R A T E T 6 % Al B AR 7 FORWCER b B R ST DA 2 4 SR
G Btk ILEC T SIS SR AT NEREREE, B AR
RS IR et 1R 3R BRI, e e H AT 22 e B AT AL
B, b AR IR R TR SRS ORI M iR S B B e Al R
i R B O S 2 A RS IEAT VAl . MR T[FISETT & (0 [50,55)), AT SRt Fr
RESE N0 PRy 5 i A5 T8 Y R RO o
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6 ETEMINBENEEUNNGEERMEMSE

N T ek S R LN 8 B € A5k B = . B B e AL SR AR =5
PRk, AT TR AR E AR AL B A R GUORSE BRI AT E AL = AR
15 R AU A5 8 ey

ARFEPEH —AHHESE, I A AR PR R 5 A0 AL PR A A A A KA I 0 (5 T
A, THERr E S EETE R T et . @ SR A SR R AL B B BOR, 4
AN TE R RS R AL B . AR B REAE N Z2HE VM AT 75 Z 05 1555 % Bk (1
e N RPN, AR AT o8 Bl E VM ST HE VM 5 BN R
KRS RIREAEAT Y, R CPU MR MERE IS 0 S X TR SR N F . A0
A I T G v Rk BOAS I SRR A X Bl ie s B S, 2 i (8 PR B AR S L A G
M EEE, EERZEARESUER, SCBE RIS IS B AT v E AL .

FE VR B R A B i 3R B 2 LT iR i, e B AT R = AR

6.1 ELHEE

ML Gt SRR, RIS T EINKER Hypervisor KA FLAEM: . k&
WA R FESATES, BT NS RiRfE T, IRZEH T ALY X non-root
3| root FEXLAIFEHL, BIASF24 VM exit. IXFE—RJK)ZE Hypervisor 18 XEA R 3R HL
SR IEREE . M REIINLE A E AR A AT PLUEIE Hypervisor K I 12 BN N AT V.
R, AR Bk ARy =~ 6 o R A 38 1 7 A T B

AN HEHNLEH A H AR (Virtual Machine Introspection, VMI) 7 E 4 &
JEILR,  FARAEE AU A TR VMI 43 A LR H, 5125 1 JURRER A% I R4
HATAR, X eIk s dtar 7 oot, IHER AT T %,

6.1.1 VMI BHm

B VMM Hypervisor 3 HUOREE MME RGIMIL, AR S TALRIFIHS
REFTAE VMM S RIL R . BB R L RIE, H ENRS % 2
BT B, RN SRR AU RN A7, I 6 F TR
SRHERIAAE R GE. T T A BRI R G507 (E—MERIAEE — R TDS %
FEHBFERLL, S5 DL TR LIRS, (R RGEM ety 1T R
IDS WFEERLGT, REEADLHUS, (HREE TR LIRS, RIHEA
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R Dy mliet . BETIXsbiml f, JEHNLEAHARH Garfinkel M 5 EEH o

VMI EARFZESFIH T VMM IRt GaEUETHt. iT VMM BEHFE
B, I AT H AR AL A RS B3 T TS AT7E VMM 83 57 VM
HRREE, RIAE AR 35 58 A1 ] T # % AL, R RER il X NRAS I R S8 VMM (1)
HAMERERE VMM B3I VM I —UPIRES: CPU KFAFMRE. WA, 1/O &
FORSESE . XHtHE A H s ENVRAMERLT 1DS M, VMI IDS fef 78 /0 K IR X T
RENHPTH . B, RFEX VMM #47/M s, —4~ VML IDS s snidiz
ITHE VM AR 2 5 IEAE IR S se— AR E B AR o DRI, VM R ) AR R A
SIEHWLAERAT A (N8 R NNIIEE#RIE) e,

BIb. R 7R T VMI [ A KM F 48 VMI-Based IDS ({34 T/E B, VMI
AL AE T EE WA A RN LI SR I TR Z A . WAESEE R, RS AR L
B 4% B AR UL A TIRES .

/ Secure VM \ / Guest VM \

< Security Application> C Guest Application >

< Introspection API
Kernel Code
< Security Driver > < Trampoline >

Hypervisor

6.1 A MATH) VMI-Based IDS Z2#y

ﬁ[l@’ HMEIZAT AR R AR VM. il BL VMI EoR R EAR 1DS,
BELLVFHBE 7 (1) Secure VM B4 L FE (security driver) k% VMM 4t 1
BEEA RS AT IR, 1R T — X VM RSEZERPIA; (2) Guest OS K%M E
(trampoline) X5 F AL ZE RN EAT AT R, H A& 4 Hypervisor; (3)
Secure VM H1 )22 4 B FH B BOBEBRPUAT R € IR AN 51 38 . VMM #2445 7 — MR
IDS 5 s VM R SRS VF IDS Al VM OIRAS i 8sAt . FEF, VMM # ¥ IDS A
ANB|ENRAE RS 5 B A )38 B 2.

6.1.2 VMI HNAAXRE

N E B E X2 W], HHBEE RN AT BTN B384 7R
BEATRE A, 4 R-28 VMI A3 5 B ML 25 e 1/0 ¥4 I FLER iy A2 47 Y
P, FWARA GRS, WA MEEEE. A, BT VMI AE 1R
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BRIz e, HE RIS 2 AU ER 3 TR B SN . RIS, VMM
RGN FEFIE Y . ARG IEEE OS EHPIT, Wik, NAAEEE; M
an 1/0 i BCE R E R A A, 2fE VMM HldhdT . 2RI, 78 VMM E3AT
W ZL AL AT OS AT E R AR RIS . — DNEHEER R EZ VMM Ht
Z WS JERBVERR, XM A B RR O E S . B TR AR R IR T AR R E 28]
AINRE TN

SRR R — MR SRT &, VM B SEIANNL 122 DUATIE RS 25 M v s pd iy 18], =2
W Garinkel FJSEILH TR 6 BA MR D INZSTIGE TiX—23K, VT E
ML I B B AT X i . SR U 45 B B M 2 T B R LR 3 A7 — ik
H AR AR AETE SO RE TR . TR 5, M FRE 7 HEmgET
B A B2 AT AR L R B A R . IXEEHOR o VMM 547 B A B R G 1 55 0
g T bk B e . Ak, —EEET VMM BRSSO TEH BigiTH)
EAE R G I A R0 B UG ERTRAME SO o 5053 B 90 Ik T 3R AR S5 A G TR AR
UELEAN 2 B B 1 B A O T 38 S5 Z 3, R A1) Linux W R IR 3EFE 254 11)
task_struct KL JRFFEFIER, FFdd init task FF5 K@M BFEHR L IS 35
IR RGUEFRE B . LibVMI B {2 b (AR R A — AN BON B I R R TT & - B
#] LibVMI F ] LibXC BB A7 A SCHF Xen, ZFHIAT KVM 3CRF, Aid H AR
W EE T R AME-F 6 A O L3 3855 B 7 — 58 B3 SOE IR D RE

6.1.3 VMI g4

WISCHER [120] o, AR TG SO vy i L SR ERI ke S s H B2 W RS B2 JE
HATHIE 7T 75T 18 R, VMI BORTFT 70 O VM B 48 BRI B A BOR Y
Ko HERIEN S HE R R SR EREH L RER T, M aAH
AR BIRFEFFE TR, AR HEAT 15 SCE A BT T B E SCRR AN, o7 R A B
AR IR 53 T B A ZEA R R ST B 48 BRI E: TG0 A S8 A4 SR i B 28 HoR

e

A A IR AR B A BORRESAE B AR VM ZAMRIRAEE S, WIS JF
H TSRS B BIVE B L PR BR o FLBR ffE T T UL B & RS2 VM Y
PG B AR A ATRER G FIN, Bl A Al geM X — i s B ARy
KA WA EREEtAR B . T EAF SRR AL B 48 BOR RS AN L
AT FE R, HR BT REE S B SRR, (15 B AR R RS B BN
(BT A B FIIR M BB BRI =, AR FHR AU, P B &Ry Al
DI &G, IRttt RAF, POl AR R R G ORE 280, T S e A
5k, weth RIS
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H1 _EIR 3ATRT R, IR BOSASBETT A R — R 58 3G 1K VM SR L BT AT (1%
THEK . Antfarm BARBEWSIRGF (IE N 2 AR R G, (HA L REWS IR A5 B AR AT
fRo VMI-based IDS {1 —MANREIM RS, HA RN, HRAEET R
ok 20, Lares BARREW MR TERRE VM w22 B 224 4588 7 AN Ge % L3 42 1)
e, (HAAR MM PEZ. LibVMI (8, SRR BB A, HEEY gadget 3k
Bl #% 15 B AR | S Ik . T K& H AA KA S Sl i arin A
A BURAMNE, AR B 7 B D1 (7]

K AR S R AU A a0 LibVMI 55 NI E A 7 R R & &M EEHAR
HIE s, REMEDREEA AL B . Bl AT R 7R T WL B
BOR ST RIS B A T8 B € B2 7

6.2 ETEMNBEENNEERMENGESERS

ARZPL Xen REFUMEZER B, Bk Hypervisor Z4 015, HRE P EHRANL DomU
F P 25 38 B A 5 5 67 77 ZE B AR R o AR B Pl OV ) 32 B2 52 35 3 UL
Bl RS 18 (5 XU BT e LA . RN 32 S B UL B iy, JE
R AL T IB AT A SRR L o U B AR AR P RSA Inf@ s b, 23
By ) s — A T Hm P R E R B0 Bk (nZ B S RIBsR %) . X eI
iy U A A AL PR AR A R 1 LBR 1d3k T oK

I E Hypervisor HHER50 W E HERETHEL AR 0 H BRIEL, 1¥4F DomU fEHUAT 2| AT
SERRAE R B B MLAE . ARJEH LBR HHIREU 70 S kiR (5 J0 B3 32 R UL i e
Dom0 HRERIHR, JH¥ LBR /5 5. BN ID. BEL TSC #[F] CR3 %474 7K
R TR IENHE R BN A A X . XG4 H VM-entry, & DomU HI#47. Dom0
AR ER G, BRI BN ID & T S E A, 58 VMI £2AR3KE DomU
BEREFIR S5 A A (task_struct) IR AF451H] (Virtual Memory Areas, VMA) {5
S, WER G A L B PR LS B Ak . AR LBR 103 Bk T8 2 ik % 46 i 78 X6 B
TR R WAL, 1ENAF AT B AT A Lo, AT s 62 2 B AR U i 72 . 2
ARFRBEA T ZAE N DomU FAZ. i bed, AT E DomU EaRC & 1B %,
FIF s B L SE 43 W . e 42 gt . A 7

X AL B ok i, AR F T 0T DU B M2, (H IR RRAR I th e fir
Wi BT . (X 2ToE W, BABGEEE Can] DG AL, 0Bt 2 AL
B P S AR s 1. ) AR HbRfE T il By, SRECSGE BIRRAE, 8 A7 B
H I EAs, CUSHBISGE R . EBGERA S, aTbuEs BT T, B EE
REFNLIE P AE BT &, AT G B i IO AR
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6.2.1 ER 1 - BHEHHEEN
6.2.1.1 PMU 5 LBR

N T R IR P RE, CPU | #AE CPU AR T — & 7140 Bhik i A
3 RF . flhn, PEREIETE H TG (Performance Monitoring Units, PMU) BEXS AL BE#A7 il
FFRIBHE . FRRUUK. GArar b R 5IE M Re % A S I Re AT HEAT TH L. 7 3
IBEAAF#E (Branch Trace Store, BTS) SCRERFREFFIAT BIFR- 70 30 A5 Bl 3 B Ry 3 22 17
BAAET, [ E SR A DL AR b B B AR B REORIE ANIRIE,  E T W AL B o A
LK N R G T, MERVAAERIE R kDR T8 . a0 30l ok s
(Last Branch Record, LBR) N2 —#g8id%k CPU i) 16/32 kBT 2 Uitk
A H WL FIIE A TR AF AR . 54 LBR B I T2 4R A A e b LA .

Dom0 DomU DomU
Record Timing Victim
Distribution Tracing Attack Sensitive
Module Module Process Process
2 2
I
Virtual interrupt M fetchi
emory fetching
Record ‘ Alert Module
Buffer Overflow interrupt ] Hypervisor
\ i
\ \
LBR PMC/Sampling PMC/Counting Hardware

P 6.2 B4 B PR A5 T B 52 o R G2 584

He, PMU & —ANEERHEEE PMC, RN HPC(RI Hardware Perfor-
mance Counter). & FZEAR TAEB A —RET HMHER. Fib TEREAT, 4%
€ FHF B R AR TS SR BB BT 1 T ORI TR B I s 27 AR b .. BRI, B
A5 e SR PR SR AT e 8] P B A SRASE O PT RE o R RE THEES B )2 A T AT
RGtEREAMR MBI E. T LBR NWGEF BTS —#F, tHidsfAN 4 X HAT BV bk A
HiHhk. H2, LBR DMEM T R X et bk 7 g /£ —4 MSR #. 24 LBR 22X
T, LBR A=A, Hah o S 8URcE i s BNk 2R ifd sk 124,

BT, WAL R 12 R PR RE AR P B T RS SR A I 22 A 1220280 g T
AR AT R, 3E— D IR P 2 40IRES . BeAh, PRRETH B as il A2
HIPERETTHS AT LIS AT . A Bl PR RevH 4Gl PMU #EAT IS E S ki, 60 7
SCHUN B 474 LBR ZEAT BUB I 3E— 0 € AL
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6.2.1.2 A4 F A LA T ik R AR

AR, AT BE TGS E S AT AT Rl A, KET R
WL SRR A S, RO A S 500 INAE, X2 DR 9 (il VR R T H s
P AR ASEOR [X 73 1B B R P A B A2 P AR AR I I kA%« Cache MUAE 18 Bk AT AT
S IERMANAEERNH (B, WA B24) 552480, PR AR A Al A
PERETHE#S Performance counter A AR RIHAT X 43

H—OTH, RIS, SEIUAR T TR I E A A LR AEE AN B R Bk
i, EAT A (1) EINE, RIRAN 2 O RESMIL B BB A B PAT T AN B R
BN (2) KaRaE, RURS 0 E A RIS REAUALI 5 88 2 A7 BN A7 A AR 0. A
sl A R T RS PMU/PMC, 4564030005k LBR SRSEILNE . ik, 15l
FH TR AR RS 0 B AR SRAS I 32 ORAP RE AN L BB N AR P o F T IX SR S,
DAA At Hk, K e SRR 7 ) LBR S Bk & 45 A0 T RS 1) & A7
SR, DN LBR REe 45 Btk o0 MRS # {5 S, ATLE & BN E A HAR N
TR, BIRTRE A E A 2K HIX SemT Se AR (3 RE . iz db R AN 8 T 1R N A7
Yiie), WRT LA EATTJE TR L S i AR A N AR T AT IS TE i o 1M A
Y7k B T Re SR AR HE I S A e sk, DR e ] DAHERR BT S5 R I AR SR 1)
wiko

FiAk, HTPERETHEES PMC 543300 %48 LBR ILMT Bl s A v th Hh WL, 1X
FEE R UL HOE & R B0 U 18 5 Yt Sebr K AN E, BT E EAE, B4
BARKAERE . X WA TR0 skid )@ 125, 5y 7 iRz ) i, 7637
A PMC HIFEIRE, 51N PMU H L.

7 PMC(R) HPC) [ME, A& XM 7 Linux HH) Perf T.HUAIFEE
Libpfm 128, Perf F4F L REF AL HPC HE: HPC {E T RER PR,
Y HPC & 2 FlE B BN fid i S A BR G R BT (NMIT) o AETHEUSE R I S S 4F (o
Cache miss) &, FF& Ty AR NMI T BE .

AN (R R A A LR AE AN [R] o 06 T~ AR IS S Aok sl RS 5 1 26— 2
SRR SRS TS e . fEAA s DR ROEE TS oL, IR FA 2
PWAF BB HE . thanTE R TR BUS H MG E 120 5 nl T, ZIRAM SRR
H— MR (BT MBREIRASMERSRE 7 — e (B30 B4 5 BRI
IREL. L UnUEAE controlled side channel M{FiE PY v, ARSI A 214 72 2 K 1)
—> page fault F—NXF TR TAS & K A IR EL

Xt Cache MFEFHARUL: T E AT Cache RGEARM . FriBRG I AZ
fa: AR U BT, RS ERIARAE P AR 2 TA) A8 s M A A R S B 1K Cache R
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A, X A4 R R AR 122 U 10) B [B] O A 25 Bt 3k 1 B (R I WL ¢
cache &Gy ). 50 I OB FHAF R T G (WL N FNFER K $hAT 5 I 1 il 1) 45 440
AN, JE TG A B B AS T8 AR R R SRR I TR R BT A ] . X B0 T AR AR 2R
B2 2 T8] B ARG AR X o R 35 AT LA Dy =2 A7 51 v R (R e e, X 5 A 1
TR AT A R AR PR 2 B B R AN TR) o e e U R S A 1 A S T ARSI B I A 1
H 028 REERE Tovgrr ATE NN CPU F4H ) LLC/Ll-loads. LLC/L1-stores-
LLC/L1-load-misses 8% LLC/L1-store-misses K% & .

X T WA R G R B E B SR U, IS X7 BB, 8 A ] SR 68
PN E AE R A lock S0 PRI, AR 48 FH S TE 20 B s ) R0k SR I 2 45 A7 AE 11
IR RAERE T Y ZB R % (1) REFEG TR EH &N ST
F (FrGihkarar)s (2) #hoE A SIS BRI H RN . IREBE Ty, 71HE
W CPU FH4A ) bus-cycles B BUS_LOCK_CLOCKS KK &

A8 B B L, BT S A 8 2 0 b.2.4

6.2.2 MEE 2 - ENERKE

BEI) Hypervisor £E ¥ 4% EAUMLIY, 75 2O LR PN (1) anfa X o AN [F]
LI SR 0P BT, FERVLIREET, vCPU & T YL 452 F i 2
THARSH, B TE TN Dom, 1EAERIERUNL LT CPU B4 H
CPU WAL LR AR Z] vCPU X R CPU R Z1224 K. PrEA=HT CPU Rk
L LBR S#6E1FE S AN EIFA —E a2 a0 ML 2E M. (2) ZHT Hypervisor ¥
ARt LBR SFRPR A A7 &% BRI, I S T B 1A B 0 Ot G 0 7 2 AN e L%
I8 FHAE RIS . Hypervisor WA {3 I IS OB A5 25K FL R Dy m] HI Al
oy AR Ik 1A A o G AR R 1)

4 ) ) )

Dom 0 Dom1 |........ Dom U

J J . J

\§
~~~~~~~~
o )

K 6.3 CPU 5 vCPU WL &

BT LBR Fids B R H I 70 SOk ik, X L bk A5 Bog AR A n), Bk
A DA T e s S AT R N e 00 S5 8. R ST LBR 1ENE AL Dt s
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LBR H IA32 DEBUGCTL Zi A7 M BARA G E o R, QSR 2 AT B0 % k8
PN BT A BEEL , 724 18 BAR R CEEAH 4 K B LR E AR &, P E AP Re . B
Tl B S S G B D BRI AR, R AT S I R GRS
WH . PART RO O MBS 5, CRFFR S R I A 850 (1 (RBP4

Intel $2fit 64 £7) MBR._LBR._SELECT Z{7asH T W B 7 Wb FE R A )8, JL
i — LR 1, AR IEM R A48 4 . T AR P2 Bk,
Wt HERB AT SR S A7 0, BB WRMSR 464-% 0x1 5\ MBR_LBR_SELECT
TR o

% 6.1. MBR_ LBR_SELECT it gk &

FrELL | LH5 %
1 CPL_NEQ 0 | RAETSEH P ERBkE:
63:10 | - REEA L E O

BRI LBR B, ATRA C 85 ABRICHMI T HAORH S LBR BUE AL

void _intel_1br__enable(void){
unsigned long long select;
asm volatile ( ‘“‘xor %edx, %%edx; '’
“‘xor %eax, %eax;’’
““inc %eax;’’
““mov $0x1d9, %ecx;’
Cwrmsr; Ui );
rdmsrl (MSR_LBR_SELECT, select );
wrmsrl (MSR_ILBR, SELECT, SELECT_CONFIG);

fEFH R T %S LBR 5 4. 7EE2E0 LBR A I 75 221 SR U 3 4L
(1) CPU ik R 5885, DI E LR A AR 55850 7E Intel i7 B (1)
CPU L5, 1M Skylake RFIALFESS LBR ¥k 32 4, BT EELE 32 7/ LBR
fFRE. EEHD CPU 7 KA i I EAR kL 2 R Wi AL SRR /77, XK 2 7248 1 0853
Xidsg, EMALE LBR ¥ 1 ring 0 ZHI40 30, MR Az 7P E A
Iy LBk, T%ﬁT{ét EJE ) LBR il A KAAEATE 5 .

FAMEF TS (K b P A% F, B TA32 DEBUGCTL MSR 1 LBR br& A7 4415
FH TR W EALRFFE 1 I, CPU AR SEIL TR 4 S B H LBR B X2
RO S A BEER ST 7 LBR AR B0 3% 2% HORAERK BTS il . I AFEARTT S A4S
PMI A EEH W% 45 LBR B FI[EE, 20K TA32 DEBUGCTL 5 6 £ TR #fr&ig=.
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void read_lbr(void* info){
tos = intel _pmu_lbr_tos();
for (lbr_pair_i = 0; lbr_pair_i < NUM_MSR; ++lbr_pair_i) {
unsigned long idx = (tos — lbr_pair i) & (NUM MSR — 1);
msr_ from counterl = MSR P4 LASTBRANCH 0 FROM LIP + idx;
msr__to_counterl = MSR P4 LASTBRANCH 0 TO LIP + idx;
asm volatile ( “‘mov %4, %ecx;’’
““mov %eax, %0;’°
““mov %edx, %1;’°
““mov %5, %ecx;
““‘mov %eax, %2;7°

““mov %edx, %3;°

=g’ (ax1f), ‘=g’ (dx1f), ‘“‘=g’’(axlt), ‘‘=g’’(dxlt)
“‘g’’ (msr_from_counterl), ‘‘g’’ (msr_to_counterl)
"eax” , "%ecx”, "%edx” );
Ibrentries [lbr pair i].from = axlf;
Ibrentries [lbr__pair_i].to = axlt;

}

HAAER RS, £ E 1A32 DEBUGCTL - 7dent, [FIA 75 55 B 7E Z R L
Jirt R VMCS Hf TA32. DEBUGCTL 7B, HFHERER, NTREEN, FE
TR KAE CR3 1 VM exit I, 78 VM exit #J handler Hi##{Ti% %, HAH CiES
FTRwT,

cpu = current—>arch.hvm_vmx.active_cpu;

on_selected__cpus (cpumask_of(cpu), read_lbr, current, 1);

_intel_1br_enable ();
___vmwrite (GUEST_IA32_DEBUGCTL, 1);

5%t LBR AR FTIC I A P B HEAT 35205 )i, A 0815 LBR HISE . E8I4X CPU
AR BUAACRE F, BREER  SOR K AT RE SIS H OGS, T LBR R
AREBERRKRE 32 %. ZFF—kR A 2EZEIHE LBR WIFCH & o7 /7 4%
IA32 DEBUGCTL W ARALE 0 7RI 1E 5 2058 17 At ok e 2 U AR 1
TEAZIRAEPAT FILLVE REIR A, AN A2 10 7 S Bk e ok 7R B 2 (a1 78 75 )5 LBR

-81-




DR S 22 18 3

B AR ST RE EE N 2. ME— IERA RS AL B8 7RI 1k LBR 3% AR B 77 V5 A2 3
PEBE M P PMIT, izt L el TA32. DEBUGCTL #7388 1I58 11 Ar B Ak I
JAe AT7EMA CPU LR AL &, % PMU/PMC sampling mode B N 2753
TR b BB I A PMIT Hr

2 PMU/PMC H ) #RIA BRI A 5, BIJFE PMU/PMC sampling mode, &
HH W, B Hypervisor, [AJEIE %167 Hypervisor 1 LBR 18 BRI 2
HIH LBR {H. 50K, AZ@EIIHCE control registers accesses 7Bt (VL [40]), fig
15 CR3 2747 e AE K A 724 VM exit MIMEEA Hypervisor FUALEE. I
i VMCS 2x1t3% DomU HEL#E CR3 Al EIP /£ 2777 3830 h kA 524 F AR
(1) CR3 fER X 73 a4 b i . BARSR UL, HPC ML P ML AT I BT 1R
5, AWMIGOTREEE: (1) 5 B BEERBARA KA B cU#, (2) R
[ETl2E R VI E

Y Tyar WREIAEEA TR SCUMRE: G NMI S8 VM R H, g Ut
B root B BEATIEIEAE A VM exit reason B, FIWZ VM exit /& 752 H NMI i
HFEG A, WEEAT N — Bk ERAE .

Y Ty TERGIHIAEAE B R SCU4e: P BN R 2N 20 HPC 1A,
FEORM . N T EETAZIA R, AT E R EE R S RN RS R BRI
TE Ty ARG R4 o FEARZIF B RS, BT BT SC#e2 F 8 VM exit, FF
RAF AT R guest BEAWLEPIRE, AT CR3 EENELAENE T 411
MLET VMCS H, 24 VM-entry B, 8t FIH VMCS G850/ 17 CR3 M, Ik~ —
MR guest EWALHPIRA . £ Dom0 H, ARFATH VMI ST A AL ped
T, ATAAXEEEAF R FERENERERE . /£ Linux HZE, pgd F
BJa 32 MiMESEE T CR3 WG 32 ALiME, BRI AE %7 ke 8 X 70 e FUATL A AN (]
FHERD, FFREX LR & BN T HPC (074 s 4 I . bk i 4ib.2.2.d.

6.2.21 fZE&SRE5EiE

AJ7 @ Hypervisor #HAT R EHRY RRLIE B0k S5k, (1) FHIL
A 1) WL FR G50t A AE BT A IR i A3 25 o mT B B E A Ve e T B S W SR T R S50
FROE; (2) FIAHIA B RCHEZR AR A A B DU VM G iE Bt ik, R
A AE MR PR REA K

P (RN T8 RS B 5 R0 70 A 0ok b s PR 3 B0k Bl R e () R A2 TR 0
B AT B 9 o T X A WU B AR 350 W] 56 38 th kb 70 B A 25 e A I ME B oh o [RIB, OR9
TREMH TP ARTELEN B 1 T RIE R F, H P Hypervisor 5 H 4L API
KHATH PR E . X208 T B EBURN R s 305 B8 E RIH . REARH
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B SRR SR Al R FE S AN Hypervisor H43 21 (1015 EFIRT [RIEL, 1M A2 i@ v n s
BHAUY, DAOBRILEL RGUIRES, R AT BEAERR L iC Ak BE v B A A BB .
Tk B TR, ERRE ) CPU % _Rig A7 40 Hr e A g

FEME, Az G| Xentrace {E 4 BT B, 18id H 2 Xentrace SRS B0 K 5%
o ATEM 7B AE AL, BT 7 A EESER Guest-VM
K] VMI AR5 K [R] VMI FEFP P s (28— %35 2 Dom0 HIMLA . AL B4 8
HPE, BRI 2 IS, X RGERIPEREE NN, RRFEE E4E | RGN %
AP R A T 02

A E L LBR BBt 1L T RIF AR S F RN de A7 i i A s B
T Domain-U HJFriR (Dom ID) SIf[AEL, Hypervisor 75 #42 EPTP %3, H
LA A1 VMI 25 Guest-VM B FIH EPT JEEE. . b X 4G4 TR
Kt A,

TSC Event Mask Dom_ID LBR_INFO

6.4 FHC T

AP EARIZAT B R

HYPE Dom0 5 3 Xentrace:

(1) Hypervisor Fill @& 754 8 B R FL R WriE N, #5477 AR ok 35 148 XA
& NS4

(2) A Dom0 H HIREHNLH BT

(3) ¥54% PR EAE N VMI R )2 Eit% A\ 2 Xentrace HI#%/0 % TRACE_ND()
L I % R O 2R 5 O\ Hypervisor #RAEZ2 M X

(4) 1] Dom0 yENREFLF W VIRQ TBUF.
6.2.2.2 EIHIA HAE BRI

g BT, fE VMI FF SRR T, 3B, AT LU & M i
HAEVI R NAF . BT (W AT

System.map. Linux RGN EE7E, TR NZRRT51E B E
FOHLIL

task_ struct. {7 Linux FEFEERZEFERIEIE M), HAEG 7 — IR EiZFE R
BIESRENSY

mm__struct. PIA7E HEEHE 50

pgd_t. THSEEHAE, WEURFA CR3 il R B2 U3tk .

BRI, AERM FAMR KR RAAAEREA (%) HLEEN RS, m
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FERFBUE Dom0 HfENT 8 HRELE 16/32 45 LBR (A2 SCHbb 2 2k b, 264
T BA LS PRI ML R RS (15 B, TR 32X I B R RE A B RSB E L. 4k, 24
DomU HIF 8 7 #ihk 45 [ BEHLALIT (ASLR), [Fl— ANk S22 e 70 AN 5 7 A 2
BRILH R AL . A 2R R I TS B VM HARSREE 4 B8 TR 1 9 17 R 7,
AP A7 LA S5 P B A S e P T S A AL

BRE 555 A% I MG 1 0 5 SR A7 R E AR (0 PO AR5 B, AR D) Linux &
G, SRE LibVMI 030 248t )7 SR sRBUER T3 (init_task) MIRIGAHHE . (REs
B R RTAE B, R task struct BERZEMIIRE] CR3 XM, HEE
140 52 FHUHE S5 1 PP R R N B TE 3 . AR T I R R VR B FE 1 TR T4
mm_ structe.

i, A TR EE LBR 5 EBTE MR (Pid), A9 50 Al i A4k 3 0 7 2ok
SFTERELH CR3 13 BT R A, WA b.d. i35 mm struct Z5#0k, 7T 0AHHE
20 pgd_t B Z B A TIE H Ml R 7R T ] R R T T
MMU FIF bt s B B S8, S RGO YIS CR3 8RNt
hho ASHRWHTE VM B A5, i Pid I pgd t %36 R IF
(RAELE SER SE AR R . 25, YA CR3 Fixd AR, Bl A3
RS,

System.map — init_task
pid

*mm

[ task struct mm_struct
pid o
.. pgd t
*mm

Kl 6.5 Ptz A BB BriE ok R

ARG 2R GRS £ S R AU L A2 ME B B i, KA VMI R PP, 2L,
FHAE Dom0 N [ B R UL A iR, e 0 2] BARERE, 2 5] UG 245l A A7 0T
AR AT iR 0 Hi . H FATED, AT EET Cache HIMIMEIE, TR Z45 BT IREX
(1) LBR 15 2., Zr#r H ik pr e b RR el L 2, RGeS HL R 5 R0 H B 72 1) R 40
B, IR HER. M THET NS LPINNEE, ©6 R5 4 GeULECH W atomic  set,
atomic_fetch_add Z¢J3 7H#IEHES, W AT M P ONIZERE RS R
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[1430] init

pgd : Fff 88005052000
r3:5f05a000

[1432] nm-applet

pgd: FFff880057T083000
r3:s5fes3e00

[1434] indicator-messa
pgd: fFFff880063b2booa
r3:63bzbeoee

[1437] indicator-bluet
pgd: ffff88p063bfacea
r3:63bfaoen

[1438] indicator-power
pgd : Ffff88005f08Ff000
r3:5fesfeae

[1442] indicator-datet
pgd: FFff880057T01e000
r3:5f01e0o0

K 6.6 #riEd LibVMI 3REUE3EFE PID 5 CR3

N) brfrom: 69%az2eld 3 699a3a4
N) brfrom: 69%a2el0 3 699a375
N) brfrom: 699a3ca 7 69931ffF
N) brfrom: 69%9a2e1@ 3 699a3a4
N) brfrom: 69%a2el0 3 699a375
N) brfrom: 699%a3ca 3 69931Ff
N) brfrom: 69%a2el0 3 699a3a4
N) brfrom: 69%9a2e10 3 699a375
N) brfrom: 699a3ca 7 69931ffF
N) brfrom: 69%9a2e1@ 3 699a3a4
N) brfrom: 6993bd1 3 699575d
N) brfrom: 69932b5 3 ELELENN
N) brfrom: 6992fd7 3 69939b6
N) brfrom: 69%9a2e82 7 699303cC
N) brfrom: 69%9a2ed2 3 6992f69
N) brfrom: 699a3ca 3 69931ffF

K 6.7 LBR Btz E

6.2.2.3 NG

Linux & ERSER WA LS EXEDIIAT . NAE 0 T i BRI 1 AT )
gk AR B, R E A A BRI AL B R 5 ORI AT . AR, Linux WA% A = B AT
BCE R, SuE G BIRAEH T BRARGHEEE B2 R 4

Rekall #2&—/N ek ai th ISR AR AL . B A— NN ITHUERESE, e
CLe Al DL 8 i B LAl P & F (0 LibVMI) . Rekall Jy=E i N A e HH R {3 7 — AN
B R TT % A5 B Rekall, ] LR FH AR s RDRE 1 015 2ok SERG ff b v A B 22 1)
NAZEHE S5, A AR HAth TR — RS & Bl 5 TR SR AT B8 1 U 2
fro AFIESAEH Rekall, REEHEEHARE AT FER ALES T

4545 Rekall F LibVMI, AT LASKEUAIAT 245 0h 0 %2645 5. 19 bR 7 Br
KN RGHH . ARBrBOMT, REKRUCE T FTA IR, EH VMI ££ Dom0 HiszHY
YRR AL I 1 BT DURE o 3 B S R LIS, s A B0 R, RS BRI ID, 1@
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it CR3 kAt Hit RS . JERCE R BHINLE rekall 5314 (474 : python rekall/rekal.py
-f SHOST IMAGE —ept $SEPT_VALUE imagecopy -O guest_vm.raw), 1#id rekall $&
BERIR D (A p task), 54K LBR HbHEE (miE ba), e s s .

[SYSCALL] 7 0x39ed5000, rtkit-daemon UID:107 linux!sys_write
[SYSCALL] 7 0x39ed5000, rtkit-daemon UID:107 linux!sys_clock_gettime
[SYSCALL] 3 0x39ed5000, rtkit-daemon UID:107 linux!sys_read
[SYSCALL] 3 0x39ed5000,rtkit-daemon UID:107 linux!sys_poll
[SYSCALL] 3 0x39ed5000,rtkit-daemon UID:107 linux!sys_poll
[SYSCALL] 3 0x367caf@d,gmain UID:® linux!sys_clock _gettime
[SYSCALL] 3 0x367ca®fd,gmain UID:® linux!sys_inotify_add_watch
[SYSCALL] 3 0x367caf@O ,gmain UID:® linux!sys_clock_gettime
[SYSCALL] g 0x367cadfd,gmain UID:® linux!sys_poll

[SYSCALL] 7 0x367caf@e,gmain UID:® linux!sys_clock_gettime

0 linux!sys_inotify_add_watch
@ linux!sys_clock_gettime

[SYSCALL] 3 0x367cafeo,gmain UID:
[SYSCALL] g 0x367cafon,gmain UID:
[SYSCALL] H: 0x367caffb,gmain UID:® linux!sys poll

6.8 Gt i fx

6.3 X575

AR EHW G BN TR B PHLRSEA Ubuntu 14.04 #4E RS, K
i EALE A Windows 7 #E R G NS Gi@EEE K Xen 4.6.0 528, &G, A
= [ I T ST PR T %, KIE T RN A S E By, R ECR AR R
IS B AR R X R AT T ik .

EF ORI 3], AFEiEPE T OpenSSL I ZA N H L, HseolH N R .
AR, AANFBSE T M S METET LLC M3T NS LG ESd. it
AT, R 7 AE SIS 52 % HAR 2 PRI/, BRSNS N AR P 5 B AR 7 R 7R
P REWLA AT 10 K, Hdid FesEI Hypercall #: LW E Tvarr, AT
HBEAT BIE B2
6.3.1 BHMESH

TEHEATI B 1 AR, 5 2 5 L0 e PR R T A3 B . A7 R DA BB T a8
(1] L3 Cache miss N¥EHR, e8I BER U & 23k NP B 2 (e (EfHERTE,
Cache miss REL. $5 4 BOR 53 3TN E S Fi b 250 T D5 38 M oo ke i o B3, A
B HOE T AN E B 6, Bk 7 X A8 AT R L3 Cache miss 1E 5L
USE (L

IR, AL =R LS SR S T T (B Sk A, 245
MUARBE S, BT B2k 2], #isE AES. Elgamal 1 SHAS12 [kl 15 % 548 43 )
JEE=AP 20000, 24000 A1 54000 R5r CHE S I sLEME R, WA 73 3048 4
2 R, EFEEMEERHNRTRE . e RATEELCTTE, HHELE Domo,
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120000

100000

80000

[*)
[
(=
(=
(=]

40000

’i| %
20000

==

L3 Cache miss (#/ms)

Elgamal SHA512 AES
Kl 6.9 AR 5 R {E

ST 1 X7 HE ML FF A5 2 T P A7 0 2 OB A @ A5 . RSB 1R, R RS0
TR MBI VE T LLC I 3 e AT ) 77 3 28 o S e 43S 1 s

WG, THEME 2, RYUEARIREH AL, [5 E  BR R T
Wik AT R, IR T8, RGRN —3% LBR EH5AH T H &,
St R AR RS B S SRR ik, TR T AR, 4 BRI
S EHERNRINHR, 55BN aERmE b.d.

=2 EAHERIL

i

2018-01-11 09:56:01 2018-01-11 09:56:10 2018-01-11 09:56:19 2017-11-04 18:49:09

Domain ID CPUID CR3 value PID

2 2 Oxddb33000 3443
2 2 Oxddb33000 3443
2 2 Oxddb33000 3443

Kl 6.10 HE HHIdx

6.3.2 [HRESHR

KB B B TR B IE 17 7E Hypervisor, KIE X & AL RS HERERI SR
/N o RS ARV (ii')‘nl?ﬁﬁ%) g R — s I TRL R 1R P — IR, R I 5 26 1] ] 9 B e 1 B4R
KANGSE o VE B A 2 7E AT DU HE— 2 SR A I S ke s e P e (VL 5p.2.4)
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TEENIT B, #IBART NS, ERH rekall NN, B FEIE1T N GHEHN
BL, U3 4 i kR ) 24 10 A DTHE BT 5 B (0 P IR [ 2 O O(N) e AAE BT
R RN R G 8] a5 R A, RO R R EZ 0.7 £ 1.3 20, [, A&
J7 ST DA SCHR [129] Bror @377 Sk i A AR R RIL, A% B 44 I (K48 ]
BIEATE

6.4 AF/NT

AFEX R T MG TE R, ST RSO A & 1O E Mo e A 5
2o BITFSE BRI SR I BOAFAE, SIS R, 4 B I 45 SO R4t RRE
I 7 SE IRV E AL, e MR B B R E A E R . SEIRas RR W] %
TR ME SEOLE B R E AL, HRABUNITEREITH . BIBTBIRISST R KL &2
BRI AR BT SIS 0 SR BN R E L 5 W, AT SERE IR SR D A B R UL
(EREN AR DA R W S R AT RE Aol P
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7  ETIRFHEHRMEEMNNEER IR A

AR, V2 TAESEH T BE XS 51 [R5 (i (145 18 B0 B A8 7 o % B () 5 4
v e g SRR (R T R R R — 8, AR SRy e 3K B 1 B TR A 3 A 2R
BT I /N RS ORI, G0 71, 78,79 SR IX LS A Ty s AR 2 PR il BE YR
HFE PRGN, R SR, BCRFGIER . EX AN W, B SRE
308 Tk POk 5 0 AR S ) T e S B B RS T R B A . R O 3 R 0 — i 44
N BRI ELES TSCY BT BPIERIEATIN . XN BMEfEE® P EARE
T 7 v 22 At (RO (AL EAT M &, SRARL T 00 6 A 08 R B2 P A Sk i I 2 B SIe B
By, 7 x86 P& LB FHIEH ISR TSC ME N EHepys R824, Kbk, 752 Al
T, FRAIS TSC PR E BRI N & T X R B A 2T B (Bilan [77,83)) -

SR AR TSC(E0Z HAR I #h) RIREE (BEE) ArTE kb s e R a0
F2 I R U AR 7y SR F T s, I LB B PRI A AR FBE O, 2 Sk 1% 7 T 52 1 411 78
K, FHi, A6 TR E—FRe S B SRR RN AR, SRR
S XA AR . Wl U, TSC REJEHIPEARA — 2 B [ 224k, 12 7 AR
P P SRR 7 B E AT R A . fltn, BT AES #RfELL RSA #EIB 2, HthfE
AES #AE B8] B 4805 8 Fr 7% 1) TSC R B IBRS AT I/ T (86 K T) £ RSA
BRI oK

ARSI T — ML T B a4 7 I (R BRI I B TE BT 40 07 %8 AR, HoAd[FSE
T3 I K TR AT B[R] I A AT e AN e B, sEES S AR
N EFRE T & B BB IR], S B gt — A AR BRI el B0F, AR IX Lk 5y
THEIE R, HEAEEHH R ASTHEFE 1 a0 2245 i FEAR I T Bk 228 1k
FE, [RI DR D B TR 52 (4% 75 R, TR RIS 58 1 07 R ARG . A7 iR Al
PEBREME, KON T, 5307 RAE =P SR o 1 AT RE.

7.1 |/KTH

WHT SR, A TAEH A = R KR — R R RS (TaaS), H
KRR A R IL R E 2% P AT 2Bl BRI = ik
5 W) = PR B FE E 4R Amazon EC2 Fil Rackspace, B A IR B = Bz .
B, HT XM EIL it AU VBT, S S mT R AEAS [F] %5 7 (1) R0
BLH R BF 04T
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BRAMERL. BARKRUL, A5 8 R Ml B AL T (el 58 p Moy, Gl AE 2 Mk
F VM R DO S 2 P A0 b (0 S 22 B (R B P, 0 52 S 2 RSN 35 A
S PLAR AT B . JA VB Z AT 1 R LR A A AR S, HARA B3R
PERTSE R UT 42, DART Moy 2 RO B B Bl R AT % s ) 52 35 3 Mg S AL

FEIXFEI BUMMR LT, AN S 18 R A R B0 1 (7] IR 7 230 2 LA R 755K -

“laBlgrabitt” BHEARI. A E G R T R X A R R I FH AT
M B A A AN AR EEMEE e . a0, BT AES #:4FH RSA #4ER1G2, Kik
EATH NI BRI B I 18] AR E o Eetin, 5235 5 AL R BE = ZRAEHAT AES #1F
PR IS TRD RS B AP 4, TIAEFE RSA #RAE T IR)HE I TA) RS B2 Y TP 4%

REBHRIP. BINEAEN 2 EH BN A BURE B & 2Ry, 1 H A e A
A 52T R RESDUD LR i R 8 e 1)1 S Bt i BURER AR R AT R AR 1, (ER FRATTAR
IHEBEA — N5 K B e 6 3RA5 52 338 IE ML X B SRR 105 2. (il I B8
e, AT R AR LRI R AL AT LA SE A S S R i W R (5 2 . kAT
BRBCRAE A BURHRAE |5 2 H B WL TAERE R — /Ny, PrblEd B E
I “H2 007 PRI R METERETT 8 . BRI A SCEE XS B L, A 1 AEA94E 52 3 38 e 40
PLRENE SIS BRI B, AE R ZIT R AT BRI A TF R RS B, LEORY AR S5 48 1Y)
HTTPS MR, 75 S8 BE S AE HEAT 3B b r AN Bl Rl s I T /8, AR AR B SR A&
ESENNE TN

FEFURTEI A RT M. R 1 1E = imis AT LI 75 ) 2 e ThRe 2 4k, L AT REIE =5
BN ERANRE S, DEeBHE S . B, 3817 Web eds a8 VM
I RE 5 22 LA B2 IS TR T3 2 iC i H . BRIk, Bl Ve 05 T8 B g o s
FEAPZAEAR KRB EFema i (a5 B .

7.2 ETREFEEMONEERIPGES RS

L SCFR, B HEAUUNLIN (250 OB H A A e SR T, b,
SRR 1 R R, AEOSTE R LR R S OB 7 2. %05
SR TR G, I T 3R L2 4276 T Intel CPU P KA FR 22 HE LA
ik — VMFUNC, SR A7 S8 SRR T 1 33K A0 i

ARG AR 1, SRR 1T DG % LT & b A P
SIUIEE RN TSC A AT HOR, OB B8 52 1025 (RIZE 1 P S BLIE 3 10 TSC i
W2 B0 TSC HIERIR A 3B ) LA, A 2 Jors T i85 H 9 VM-Function(VMFUNC)
R, TP LA B AMIC R s L B, LME 25 HUVA 3 TSC 117
B, AR, KRR ELEE R I R AIE, ELR AR T P s
SR HLAE Web %7 E BB I0B0. 325 T VMFUNC SRR, I/ bl
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A LA R G RE TSC REFE, A A ECR LRI . o, AT RENT
TSC TR ] H 1A 71 BB B Tl v Z R PR L TR RIRREE, 19 1 i€ 1
B, FFATCAHI T BifEdE T LLC BRIHE T A7 B4 F R () {5 B il

SR, AE TRV AR TSC PR ELEE M OL R, F P BE RIS HeAt FH 7 1) TSC
RIEEA W REXT- G P AR o SERR B EEAUNL TSC IR PRI AU, 2R
TSR 1 55 WX A G R IIEAFEFT A TE 0L N A& . — P BRI B FR I TSC PR ELE
KI5 35 e 0o AR DR 30 P2 0 o7 B sl iR 48 ek [m] i PR A, i, R TSC B AL
EBR, BRI T ZR G TSC SREZRPFIN K. R REIT, AF
PP AT AR — 2 AR B, ez, tmT ABRIE: [RI3E T A2 — 2 I 8] A BRI TSC
TRECEEMIIRAGAME . ATAEIA T JEZ R G SLI IR, Jf4th— B RSk
s o T SRALAFEAR OR L 1R 57 i i o e 2 1] 55— 26075 52 U Jg 1 2= il 55 4 (4t 7 ) e
SN, AR AL M7 AL 2 118

7.2.1 HEXBHEMLEAR

H A B ) A 2 4 N TR AR P D0 (5538 B 977 5 5 2 B A B3+ RDT'SC
FAEILANEGR UL VMEUNC $54 (s A B, A A 4 OGO
7.2.1.1 TSC A

TSC &4+ Pentium 5[] Intel 4bBEERIA KA INN 64 FrFFfAds. %,
TSC Hid —AN b B & A WA 50, AHRAE BT AL B g5 b, RIS A0 3 88 i AR Ao
(4N, FERALFELRHIDIHE), &t DAEE P ZRIE . TSC # x86 &7 11 FRZ it [A]
i SR FE I & T8, BRI /R i R e 42 1 244l benchmark. I H i
T BB ORIER G, IFH 64 AORIEAE 10 SN AR, BrRleEss 2w AE
BEATLER B — PR P SRR IR AT

TERZHE LK) SMP AR 2 2 0l4s b, TSC fEALBLER Z W 5 A 720
I, R AN R A — N R BEES B TSC, W HHRE RSB35 — b B8,
RGP TSC, wlResx tHIL “BAMER” BIILR .. 24 TSC BUs KR R 7 M ER
A PRAFFEAE E] SMP IREEIE,  IX P i Ve 400 2 2 T B0/ 22 ME DA A 1 B FH R P AR
Rltt, 2 NHERF (a2 E Windows 35 H) filR 17 %F TSC B, Mk 1
PEREFIAREE . SR, 7RSI LR ZAZALES b, TSC AT LATE AT FLIECIRAS 1 B b 22
R IAF . R, TSC W T MR R o kEain, 285 RE /KRG IEE
i, JF HAEXEERIT AL s LIS AT T TSC 47 S8 THIAE 55

RDTSC(Read Time-Stamp Counter) 54723 TSC Ff7as XG4, B
K TSC W{EME S EDX M EAX FfF&H, AT EIrEEZRIIN &R EH#k
D2 OF31. f£ x86-64 #XF, RDTSC «i&7¥ RAX fl RDX M 32 fir, JFi%
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TSC H R INE 2] RAX Al RDX KK 32 iz . RDTSC 84 A2 H TS, EA—
SEEFE Z AT AR A M PAT R 5 A Re U Es . FIFE, B2 54 L
£ RDTSC #8474 E 2 Ak AT . 0 SR BRAE BT A e i (M8 2 2 5 A R T
RDTSC, ‘ErLAMEH RDTSCP #7741 LFENCE RARIUESR 2 MIIF AT . BT LA
EMEH RDTSC i, FEEHEAT— s (3 LB L1).

E Xen 4.0 K Ja kA, v LCHEEMESE € — %8 TSC._MODE [T fic &
W, B THAE RS FIETEIZ AT R R HUT RDTSC 484 MR e, B
BT I SN K4 10,000 RDTSC 484, AREMHRZA “fF TSC iR #AE &
g5 /N HFE PR, EXMIRE T, W TSC MIRRRRABL, 1 R G N
JPA$ F RDTSC B A AT RESIs AT AN IERG, KA “BEENE” Bl%. thiy, FRATHRIX
FiVE RGN FIFERE N “TSC BUR” 1. N T B R ERFPAT IR E MR (5, [
RERAE LA, —MEE L R # L BRI AT RDTSC IR F#E “TSC U 1),
XHAE Xen 4.0 K2 JGRAHIERINBGEE

Xen fEHTRAH ) TSC. MODE Z#(#E T RDTSC 84 RIE B AT K
HokUL, AL PATERSE RDTSC $ATSIRER, (2 TSC BUSHI N LT o] GE7E
AREHUM A5 5 FIB AT A IER; Bl RDTSC kG2 H Il — Lk TR (K25
THOL T RATTEEGE M), HETAE TR R, TSC BUskn N RIS G4 IR
WIig{T. 1E Xen 4.6.0 #, FrfAH RDTSC 82 PATERCNE A2 A2/ TSC_MODE,
HARPUE A AT BEAN B . TEAT R, NTREFIEXFHIEH, RNZEELTH
AIE PR, JEH VMM EIE G0, 2 IR0 Bh 1) T BORBL AT EER AL
) RDTSC 54 .
7.2.1.2 RDTSC #j3k

AT Xen YEACRS I, HT TSC S kS # AR E, K& Xen Hypervisor
NHERMURGE T 2 AR, B Linux BEARERIE T TSC 1E A 4 .

HAT, AMD B (FFR AMD-V) FZER R EM4E (VI-X) B8E4t TSC 1.
WAL, EA1RAE RDTSC Al RDTSCP 154 4 ik, Xuets 4 LR 7
TR ARG BEAh, EATT VR LR AL T B RS TSC fE, HH
TEREANLIE R G54 (VMCS) HELERSM offset field B9,

WRIEIA CPU 4L B, AF@Ed % E VMCS H1 RDTSC EXITING
PRI AL Guest-VM ] RDTSC #54. N 17 7 {EH 7 & 821k RDTSC 8L,
AU T Xen 4.6.0 WYY, W0 TR (Hypercall) ARSI & F15¢ A

-92-



AT T R LIS 8 10 By e B A

% 7.1. BHM Hypercall

Hypercall ik
int do_enable_intercepting_rdtsc(void) | # & RDTSC_EXITING & 1, Fi RDTSC i
int do_ disable_ intercepting rdtsc(void) | # & RDTSC_ EXITING N 0, J[] RDTSC 5l

RDTSC gkl T 2a%iE, 0 VMCALL 154 [ 02 th D 2 s 2
GiRA, JERINBF S AT

TFJa M5 I ) Hypercall 4075 ansk EI 8 2 1 AR FH 32 2245 T3 45 Hypervisor
XTE P RERWLE) RDTSC 40, i MidEeT RE M EIF.
7.2.1.3 VMFUNC #5418 Al

VM-functions(VMFUNC) & 1 Ab P 2 HR (1) — M4, HURp IR 2 A0 E T84 VMX
] non-root W A AL =4 VM exite VM functions A PLEIE VMCS FE 1%
BEARIFHMBCE . /£ VMX ' non-root HIE/EMIH VMFUNC 454 KM —4 VM
function; EAX ZFA7as EIEEHOA 42 VM function.

2R, AR A B )E B EPTP switching(VM function 0), ‘&LZ1% B “ac-
tivate secondary controls” IX— VM-execution 5| B (primary processor-based VM-
execution ¥EH|FE I 31 £i7), “enable VM functions” iX— VM-execution %] 7 B
(secondary processor-based VM-execution ¥l FEB 2 13 £i7) A1 “EPTP switching”
1X— VM-execution &l 7B (VM-function 2| FBHIEE 0 A7), 7 WERE ™4 #UD
S

I, B VM-functions control 7B a7 R I 5 BEOC AR R VM ThRg,
—AMFERISL M —A VM Bfg. #l40, VM-functions control FE ¥ bit 0 Ay 1 B, £
B RV 0 %5 VM ZRE. ANt 28711 Intel 2bFZ8 HSZEL T 0 5 VM IhEE “EPTP
switching”(EPTP PJ4t), XA DhEE S F-AE VMX non-root operation x4 58 it EPTP
(EPT #8%t, EPT pointer) Y4, HAFw R A MR VMX AT L i E
U EPTP fE i ik, AT, VMM % & VM-funcitons control B bit 0 A
1. ARG ..

EAX ZAraeft VM H1RES 0, RV “EPTP switching” ThEE. EAX #1748
IMEIC AT VMFUNC #5841 1XA TV B AT RE™ A4 T H S O

L R TV > 63, M4 #UD 59 .
2. @R VM-fimctions control B bit/V N 0, N4 VM exit.

1Hypercall MM VM 2| Hypervisor P34 Trap. RZEHAT T Hypercall, FEFIWLEERT LA H ST & 1
J7a (B, VMCALL) & sREFAURLE
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mov 0 %eax
mov Sindex %ecx
vmfunc In Guest-OS

vmread 0x201AH %eax In Hypervisor
vimread 0x2024H %edx

K 7.1 VMFUNC AR5~ 4]

£ EPTP switching Djgg 1, ECX A7 avfe 1)/ EPTP-list RO R 5/ {H.EPTP
switching DJRE FLVF7E VMX non-root operation BN VI#: EPTP {8, M n] LA
HARE EPT TR H#1T Guest-physical address I, fE#4T VMFUNC $54
B, VMM 23T #E& 47 EPTP-list 53K . EPTP-list F13RM 64 7 /7EE bk S 4L 7E
EPTP-list address ‘B, EPTP Rk X4~ 4KB #)=5 6] (55T EPTP-list 4514
2K p.d, 1 R4 4kB 19 EPTP % R4 512 4> 8Byte (18, B E ECX > 511
; VMFUNC & flk—A VM exit). @IRBLHEFNER —ME MW EPTP E (A&
i3 VM entry KM, BB HEAEINRA VMCS 1 EPTP &Y, S7EfHEHE
Y ER A bk (RS B

—> EPTP-switching VMFUNC 4883 AT 58 5 J , AL BRERHEE AT T — /182 M
i, EPTP C& i Ule, AbBE 846 F 3 1 EPT R 45 M5 Guest-physical address.
EIX—W %, JRA Z Guest paging structure 1 “TRZ$aEH" A48, W2, FAM
Guest paging structure PRIEFAEE, Guest-linear address 4/31H# I 5K Guest paging
structure HEATH . HEH VMM TFERHIEZ R 2Z: 4T EPTP switching #/EA
A L= EPT violation B3 EPT misconfiguration (&, {HEE F—2kE4SH
fetch I, TIRESH T A#IH EPT TUER45H), 1/~ EPT violation 8(# EPT
misconfiguration, M FEIE4 fetch KW . KAXFHEHE, VMM 75 245 AH RN
QLR

7.2.2 ETRFEEESHOMEERF RS S HLT

tfr AR TR, B i AR TSC SRR (I (5 18, AT 4
ZEH BRI RUR RS 2. B TSC BIAT RN HE EALS. ZiA T2 T %
SEPL T IX— H b B IR, A R A T VEAN R AL BSOS A BIAE AL A
ORI E SR . XTI OR, T R I O N SE B 5 R AE T A

AT7 & SCVFAL P R AE R & BRI ET A AL B 2 TSC IR LR S5 i
BARENLS, BARURIER] TSC )5 n L. n W] LLH 52 H 3 WL EAT 18
IERATE P LR Mo RSO AT A IR TR R B 5, DUEDUMI R 1S 24 AR n £iE
REE RISl . AEPAT HIRIEZ R, 32334 BAWLAT PO ] HAE SR DS IR TSC(RP
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Hypervisor .. ‘
ypervi Victim VM Attacker VM
Real Time AES Encryption Spy Process

Setting IV
& Padding
 Mask 8 bits of TSC | v
Block cipher | Time |
Key —w . | |
encryption | measurement |
< .......................................
Mask 0 bits of TSC I
RSA Decryption
Assigning
BIGNUM objects
Mask 12 bits of TSC I J
< ......................... - jm—— ¥ .
Square-Multiply | | Time I
Key Exponentiation | measurement _:
[Mask 0 bits of TSC J v
Outputting
v BIGNUM objects | |

B 7.2 % R I R RO (5 T8 B 975 5

R =0 ).

@@%ﬁ?ﬂiﬁ%%%%&#o Hrp, —MBERZFHH B UALE N &1k 3% w5 1
G BIEFAL ITE R RIE R Hypervisor B FTE LT TSC {H. fEARZZ H 141
T, EZHEMVEHRIT AES F1 RSA #HAERS, T UL A3 AT 5 s 1a] ]
SIE I (BPANE il & U5 17 A L SRR BT 1R o A T P/ N R B 1HIX
FER BT, 2338 RAWNUNAE 75 2 ORI AR AT 7T G RIEBEK TSC fREE IS
Ko N, 3253 REAALA] CULE L T TEAT I 25 1) BR B AT i) AR X RIS K . T 4b,
TSC HIBHIFEE v DA st &, DUE TS0 8 2lirab iRy . AR, X1
AES HHTHE n=8 MHAE, XT RSA #4TWE n= 12 MEHIE.

IREAEATT Zerp TSC WIREALL AT REAF X &7 . (BP i@k /£ VMCS 711 & RDTSC_EXITING
frskxt ERLEG TSC V7 RIEATRE, V2.0 07), (E B/ B4 % 6 v
o B2 YE ZANEIREZ A BN RN RIS KB 18 R — BURUE N (8] Y &
IEVERES (R AESRIERE), WTiE n H. EXMIFR T, n ELI0R 20T HT
BiERMEF R KA. BN RE XA R AT geHh PRE Xt # 3K B 2R A RS
B AR, H4HP M2 MERPIE -G RG ARMHARR H ARG R, A2 TR
Aon=0 GO XFELR, ATTRRRAM 7 —MOrsr i mes BL04E 18 b5 1877 &,
BB 2 G RN T B o BRI, A7 RZRA TR R n E1E N T
TR TSC HIR BORBAT NS 5 I AEAS R FOUML P A 0 1240 37 1 L2
FERIFTE TSR, HHH Hypervisor Nid =k B REIINLEI AT H 15K

PUEBIER n LR (EIIL) 56 RBURRIERS, KINZHS n WEAZ EIEIME (W2 /05 — KIME).
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5 A TR B 1) R A SEIRAZ R AR, HANSI R SL BRI . HAAOR I,
TRV RN G R I AR I RATE S n BME . =& ERF T PUEE VM-
CALL Bt 9 AT IX B oKk, (HIX PR FEE ML VM B3] VM-exit, K,
MERNEE TR 0 i, SSBOEENTFE.

fEIX B, AR HFHERPLIIA6E (VMFUNC), X2 Intel A4 HEH—
NIhfg, A=K IFH. VMFUNC UV BRI A VM exit M1 T4 H
Hypervisor FIPIfE. AREFAT 17— 0 SLE R LT VMCALL/Hypercall 2 11
VMFUNC ¥ #: O Z RIS, HRIEATE i7-4790 CPU 3716 9% 1622 1 160
AN CPU . Hk, wiRel LM VMFUNC 820, a] PAAS 4 K A

EAR VMFUNC # it N BB 21k 64 MARTIRER@EA B 1Y, (HERriAE s
I T Hd—As, B EPTP switching, ‘BREff VM RiEHUIHHEY B ITE (EPT).
Guest-VM 3@ AR R TN ecx HRIEE EPT #8%F, A5 WH PR EA#
BEAPAT VMFUNC F54 . X HAT BN Hypervisor, MAS 5] RALT VM-exit, 2
JE I RENE EPT f8EH 12 ecx f8EMIBEL, AJFREIR] VM, HAGI AL VM
Entry.

XYL, Y ecx RO T REREHEL — (ERFEHRGH R 0 2] k),
AL E R E n (E, R TRE TSC FIBBIFER . XFh s SEik PR AN AT
T8, BONES TR EPT Ui, MM EPTP switching FIE®f#H. A, HE
Intel REREY R, SCREARZATHEH MR VMFUNC SRR TSC fREEIHLH], T4
AR R Gk A DU TR S5l VMFUNC 030255 TSC {5 A 551
TFE .

__________________

User space Kernel space /

%
s N s [sa) Pe
. L. / @)

In user application In system call Z E

D S <Thread_id, n1> &g
/- ) ‘Begin Encryption®***/ <Thread_id, n2> E %I
"1'0,— VMEUNC(0, ny); <Thread_id, ni>
/5% End Encryption®**%/ X = Max(ni, no, =, ny); Identical; reserved for setting n

Asm volatile(

LOCK_PREFIX “vmfunc”
I LT ), e () )

’/hvm_rdlsc_intercept(cpu_user_regs *regs) { h

n = ept_index;

" N tsc_tmp = (sc >> n;
Guest-VMs’ ‘ VM Exit Isc = tsc_tmp << n;
‘ Time Stamp Counter K VM Entry In RDTSC interception

7.3 R R Gt

B AR5 T ARGFEA . HH do VMFUNC 2% 11 9% 5 B LA & 1 1
AEBiC S M T VMFUNC R RGHH . 558, fIdEZ M MER EPT W, id
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N EPT 0 EPT ko F /28 18] ERE b w] LR Sk 5 1) 1 2 5 18 FH R A =R 3 45 H B R
TSC WG n fr. FFERIM ARG HA do VMFUNC H% P EMHLNZAATE, &5
IRER AAFRLERAFIER, HEH ecx € [0 k] JRIERIT VMFUNC $§4. 1F
Hypervisor #1, Y)# EPT £XE T ERHPATEERW (BT H T EPT R5JF
B o EMT rdtsc F5APUTHS, Hypervisor JEid A EPT ZEHubibit 5 243 EPT
e SR EPT 484 Z M mE KR EE n M E (RIEMRIK VMFUNC AT
ecx MMH), FFERIGE n A7 TSC FIME. XHE—K, #AlIE 17— NMEPLE] Hypervisor
[ RO S R, DA R ZSRIZ L n.

7.3 WS

AT e, A SO TR T SEHEAT T VP 5B\ T 2 S e R i AR b
IR HOEIE S, JF R T IR B B A R o RBHIEEAT. A5, ASCHEEfE
B REANL_EISAT S A TR RCR, DA n B NS RME I DA R B n
I A5 S Pt R R

7.3.1 IREIETEMSERE

FEANTT Y, VPAl T A S5 B A 5 0 B SN a0 B T T A Rt . Bk, A
SCRAZ WA ENASHCE n A Re i o B0 3 B Re 15 2 (RS B I [R], RS0t <18 Blhr 4k~
RS A L R

ARSCEFE TR SCIRI R ANER Y R EE Bt , BP2ET LLC Wit Ak T
WAL RGNt o L T BRI AN Beahi 72 PR A A AR SIS IR 38 o 75 22 DAAS [R] i RE
FEXTISS AL AT M & . 5340, anSRn] DAUE B A SCHR H (R B A 7 SR Re i By 1 X s ik 5
e IRAAE, BRI AR EE R L IEE R, A FFE ] DARIE S A 5
By (REHEH AN AIE S TG ) KAR, AT7 0] DO kAT — e R
B2 itk o
7.3.1.1 35 )% MABURT 184318 K

T LG A T8 B (B JB— N 17 SC T 21 0 A ST SR B P A R A5 1

fE LLC X, Bllcadifg: (1) A A arRIEBEBEHR R — A8 2 MR
(2) SR RIEE R LA AR R 2247455 (3) DU FF 0 8% A QR sl 2500 A B 1] o 0
HEIFHAYE) PRIME + PROBE AR, HikiEE i RAE ECAFIH) AH R
cache SR RIE—E(FH, X FEAEBWCE MEJE—1 PROBE #:/EH FrfE 2% (1 I [l A
[Fo ASCEAFHT LI R T LLC BIMEEXSdy, B i7-4790 CPU B FTA 1Y
AN Cache Slice B EHEFATAT H A IRIZEE, STZRAFEIATIRI

AT A 2R 38 4 It 1) TAE 5 302848k, (R 538 LLC pyBCtAf b, & st el e
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HTRRE—EE, 0% B BT A A B T NI R R TR AR, XS
S SR T KT IR ), 3 DR R B PO . A B e B 5 P SR £
Streaming SIMD ¥ J& (SSE) $§4k%eid Cache, BEIZVIM NAFEEZE, TR B
(R R AN 3K 0 (0 AR T A 2 2 B B B0 AR

N T RAT RS2 R R AR TSC 5 501 X i (238 i B, 723 P g il
of, B T AER HEOLNL VR R A e )4 0 W BEGRTO ML, AR ST 2 T ARG T v
(VEL R ) Somi g3 4 sk LA AR A 35 1
7.3.1.2 4K TSC #BREEMHHERX R R

RICE FAEARELH Xen RS0 PR — L FRSHPHATE T LLC FEET A7
g HMMEESGE, IEWSEBOE R H BB E B HERtE . AR5 TR R IFE
B0 BOAE, UL BTG J PO AR N S0 o A ST 3 7 9 AN [ 1S 78 f o i 308 o T4
Z AV HEAT RIS (0 LA, DAUE BR AR 77 R AE Ab R AS [R] SE 2 0 sy 3 T 1) 2R 3 2k

N TR LR B R E, ASCHMBGERCE T & MRIELR R, HTE
IMER 7RIS 77 % (LLC YR RZ b5, 10N A7 52858 S Bk F 2 403
Fegmid), PrDURIE LR B 3E N CTIRBEZALE . X T LLC Xy, BLE = ANAFERE
P RELLIT [A] (PIANIELE LU 2 (M B SERE I IR)) A 1 fidd, 2 BRb A 10 R, X S8k
IELURFZRAE 27 Kbps Ml 7 Kbps Z[8] X TfEffde S 2k G, WEMICHEIN Tk
A LURHE B 4 B R S e R TR BORE) v 1, 50 AT 100, AT A A%k LU
F AT 8 Kbps Al 246 bps Z [l

FESFRIE LR, ASCNE TE SRR ZE . R — N EREEE# %
ST 20 A H B BB (3 B.3.4.2747), BNVl 5 fry B S e R 4 H 7 42 3%
FEEPAT TERMBOEE FAIE 1 80 B 5 MEAE ClEdE a3 LLC Bk g4
H BT T A7 4 8 4 4 G 1 e 8 TR A AR ), AT VR B IS [B) R s [RTI
BB UM TSC 5258 (n) FHMIBRAS [R5 1 LU AL, ey 25 n] DAPRAT BIE 1 2
B EI IR RS LT, A SO R T T T 5. 18 AR T S s R

Bl A R W, 24 BN B EE T S TP AR . I, M 0 KT
—ERENAEE TR 2, T H AR PR 50% (BN ARE, 5 RS A
[ (R HERF )

I R P AR R S ROR TR R R, ANy SRR AR A M 5 T T DU R R
(1 n 2y LLC B 3R M R R o 1% A2 RN : LLC Bk o 75 22 5K 41 6 B R) e,
N LLC MBS LB WA IRE 2 o XFRIFERENE T ARSI A — AR HESE
FEFF A [F ) B R 2 TSC RIS R MR, I B E S E n 1IME.

-08 -



AT T R LIS 8 10 By e B A

1.0 1.0
—=a— Pause duration = lus, bit rate = 27.1Kbps —=a— Symbol period T = 1, bit rate = 8.4Kbps
0.9 &L —A— Pause duration = 10us, bit rate = 7.4Kbps 0.9 —=— Symbol period T = 100, bit rate = 246.3bps

—e— Pause duration = 2us, bit rate = 18.3Kbps \ —e— Symbol period T = 50, bit rate = 502.8bps

Accuracy
o o
~ ©

Accuracy
° o
~ o
f )l

/
e ]

4
-
-

(a) 2T LLC HMIfEE &= (b) FT WA SR MIETE L f
B 7.4 BEE TSC LRI E R

7.3.2 ThEeiTE

BEAR CL48 FR IR T A J7 SE1E [ Y0 o i I T P 3 A0 7 T PR 28tk s BITE SRy TR 0T
filio BF HARRBUL, YIBTE )2 EH RIS ARG Hypervisor KiEF I n H 15K
I, A BRI R T RIS Bk, AR EBRBR AT RHEERE, D
fE7E X IR VR RE T4 2 VU . ZEVEREVEAS 1, AT R =M (1 B AL
TAESREL, EATER PG E B 77 2R IR 21 E 7 b B AR

SZUG ST G NIRRT IEEGE ) Xen 4.6.0 ) Dell XPS 8700-R39N8 &AM, H
CPU A Intel Core i7-4790 3.6GHz * 8. FT-5£55 (] Web k45 I k55 s N AE Xen I
A B ERIML, HANAZA Linux 3.14.60, 43FC 1 > vCPUHE 2048M A AF; 1% 7 i M)
IZATE B M AR B A Ubuntu 16.04 LTS #% — S WHNLE EHIRE RS L.

PERETF A VEAS o 1 — MM 2 A TE T TSC LR E 5 BRI RS B (1R e (8] T4
A T5 ZE PRI UG AT A B SO LG A T RS 1 AR B R 8, (HAR ST (O T 34T MERE
FEAHVEAS) U0R A S RERE SRS I AR FE ) TSC 8. Ak, 78 Xen FEIAN—1H
SE R R I, ER SRR IR PSR TSC 58, EASTT H A4 i T L
Borbr,  ERAE FH U B e SR 2 A R AT B R UL AR B (R RS . [FI, AR SCB e T
PARSEC 31 g Gt 0 40 523 U39, 145755 5% PARSEC fE ARV REHEHERT
FLTHI RGEAS 2252 B AR SCHT St (1) 77 2810 25028

WL-1 — Encryption. fEIXE o PEREFFEH PP H, AREEIR T 2% H BN LR
AETAERE, WA S . BRI HH VM LETE RN 7 B ORI 72 A2 1
PERE A £/ X BB BRI A TAERE (WL-1) BN INE TR, —
M RALZFEBINIAT AES %, H—MEibZFEEBUNIAT RSA %, &40
St 5y 52 5 RE LI 7 Boeh 38  fEIXPAB LT, 23 L@ VMFUNC
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TRt AN B HINZ 2 (1iberypto.so in OpenSSL 1.0.2g) KB E n DA R H % HH
G 52 [F) B IS [R] A 38 B 1 a5

IR OpenSSL JEACHS LLIE N VMFUNC $84 1, A SCH I T4 S8 1 35 4130
7y (AR A T 5% HM R Bl @E%Tﬁiﬁﬁﬁiﬁﬁ%o X T AES,
FENNRREE S —%8 (JF /8 TSC BM) Z aiAIaEANHumsEs (9¢h] TSC B8 i fs —%
ZJadiN VMFUNC 54, HISERs EOVEAS 1 KB SUARINER, FESMUTE 32 X
VMFUNC $84 . X+ RSA, 7E85%{ bn_mod_mul_montgomery () F4fi N —X VMFUNC
T84, R BT 52 AF SRRV I BB H 2 IS RS E Mk B B s . XA AR
B B2 B AN X, IBELR AT RAELRT (— X VMFUNC 54 2 [A]
PIARAD) 55 T AES i217R I 90%, {HHH RSA B4TH AN 30%-40%

AES CBC Mode Encryption
‘AES_encrypt(const
unsigned char *in,
unsigned char *out, const
AES_KEY *key){
rk = key->rd_key;
do_VMFUNC(0,n);
/* initialize round key*/
do_VMFUNC(0,0);}

‘ CRYPTO cbe_encryption() ‘
\

‘Settirvlg IV‘ ‘ Pad:iing ‘ ‘Block Ervlcryption"

AES_encrypt()/

RSA Decryption
ryp /fBNimodimulimontgomery(const
[RSA_public_decrypt()| BIGNUM *a, const BIGNUM *b,
BN_MONT_CTX *mont){

‘ RSA_eay_public_decrypt() ‘ int ret = 0;
[

¥ — v <\ do_VMFUNC(0,n);
‘RSAieayimlt()‘ ‘RSAieayimodiexp()‘ / /| int num = mont->N.top;
[BN_mod_exp_mont() | |,[Rg A cay finish()) do_VMFUNC(0,0);
return (ret); }

‘ BN_window_bits_for_exponent_size() ‘ ‘BNimodilnul;fnontgomery() ‘

7.5 AES Fl RSA 7E 205 2 vh R di bk

el AR T RSN Xen 1B AT REAL 1 AR T OpenSSL L HEL
HIFR AL IS AT IR TA) R o FEIX L, A5 20 B BCHE A N P Bl DR B g b AS ) S - S1
PEBEE TE RN A= I (BB T 8. 16 F1 24 fir) B TSC {REEAWIEAL, FEfS
P75 e 9 52 5 F AU EDNUVE B 2 AR 2815, S2 A& RY, K
1 VMFUNC 454 A& 58508 AR R TSC REE. B, S2 SCHRFET
AT “ta BErab” LY, (H2 T VMFUNC 54, Rr a2 78 2% 0 e A v i A 2 1
FII, S RSN IT 4 o

1A NVF A, MHAREE R, S1 A S2 Z I’ M Z S AUR /N, 1 HA R S2 52
b L ERE ST, BIAndE 16 8¢ 24 A4 5FRN I RSA. X AR #1155 AES(4 90%)
tE, RSA dfHIAHICHR 2 B B0 (30% 2 40%) . HEPIHRIF M — N/ NE 7>
LI, i S1 T S PITIC RIS P A A BRSO A T e B VMFUNC ##
AR, X T S2 ARSI . XA TR, TF RAERMLL R 5 25
Kb7 (22 a7 R AN 2 AN — 8 2 RS RO A . eR)ilid, BRATT AT PR S AL

-100-



AT T R LIS 8 10 By e B A

1.06

E=—S1 ( 8 bits removed) ZZZZ1S2 (' 8 bits removed)
1.05 E==S1 (16 bits removed) ZZ] S2 (16 bits removed)
ﬂé E=1S1 (24 bits removed) ZZZ S2 (24 bits removed)
S1.04
E 7
403
iy
151
.51 02 = .
e = = =
51.01 = = = = = = =
z = = = = = == =
1.00 = = = = = SI= =
AES with 2048-byte  AES with 8192-byte AES with 20480-byte AES with 81920-byte RSA RSA wi

£

ith 26-byte h46-byte  RSA

<

ith 66-byte
Plaintext Size

7.6 AES/RSA 1E1TH 113

VM ARG (R SRAG B 4 1 22 4 VE AT AR IR A

WL-2 — 1Z1T PHP B HTTPS RS, RN T WL-1 S8 & I,
S2 (I ANE [ N2 FE 2 LB E AL BT 1) VMFUNC $84, SEELPE H 4%
T “HE BILFAL” IORYT) AT BE S TEREE I35t T AR T S1 Kz - 37 BN AL
LB ar I, MATRE Hypervisor HHATIES), TEIXLL3g 50 b % PIH TR 2 72 L
FREPATIR A BN AN 3 BT B TR 4 G LB /AN sibriz e, /i
TE RN FIEAT—AMEH PHP fi#fr HTTPS () Web R% 5%, fEXAMZfId, HT1E
AR BRI (B IR I —&6 55, W WL-1 FizR). web IR (BEHTER) F
2651815 (BEETER).

SEIIEATE— MR 1 Gbps R _F . Z25E5 BUAEH HTTPS Al PHP i
17 Apache Web IR55 %%, 3 HAERH—ADFEN (AERLH) B1THE P imthdT Web
R 55 25 BB RKAF Siege(1 )L https://www. joedog.org/siege-home/). Siege fiE
1] Web RS54 KIEFFELM HTTPS 163K (MAMELER) HTTPS 16K Z AL ER) ,
FREE 10 438l AN IR ARG R FH SR i NI [8], T e KB 1 IR R E R (T LA
B R A &) B AR B i KN 26 1/0 THERERIHIN -

Apache Web IR% 25 B 9 RSA WITH AES 256 CBC SHA #HT%
B, T AES256 CBC HHATHIR N, X3 #-5 % B AH G IE 5 52 [R5 10 %
Wy, TELRI. AT RIFX, BLE T VURAFR Apache Web k5548, k%% A 2
BAEENER VMFUNC 842 R B ESRCA, TS % By C. D #FHREUNGH I
FORLEERE N VMFUNC 464, LR 5a 8600304 el .

MRk%5 28 B HAHRAERE ) VMEFUNC #8240k, #1741 WL-1 Ak i hn g &
A VMEUNC 84 %), k%8 C Mk % D i AK) VMFUNC 548/, Ei 1
KEBALHE Web R4 2800 HoAb 525910 Do o . Rl 778 HTTPS i 7 f v
F AR IEF AT VMFUNC #8480, i, BlanfEiRss s B b, SrEgnkE
MR AN 2 FEEZ M VMFUNC 8480 A .
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SSL ) SSL application data processing

~ initialization | Hello
[HTTP _init> LSS new-> Message| ™~ SSL_accept-—

EEIEEICH

SSLisendfchain'—v’g mSSLﬁfree'—vi

Server B o RN |

Server C : }

Server D NSNS = NN OO
"""" 1> Sending server certificates —-3-> Deriving the set of round key from the cipher key (D Modular exponentiation routine
"""" 2> Client certificate request ~ —4-> Initializing the state array with the block data (2 AES rounds

K] 7.7 % HTTPS webserver / [FFEE G

£ 7.2. A HTTPS W VMFUNC 82 PATEE

Server
File Size A B C D
100KB 0 6576 142 2
1MB 0 65596 1402 2
10MB 0| 655520 13986 2
100MB 0 | 6554006 | 139824 2

T R T T A A FIRCE 9 WL-2 (05— (e ) R — L gk B AR
PRIMRSS A A(H— 4o DL [a) Ak S A B HEAE), ARS5 4% By C. D HIHKHS AR KF
TSC BRI MRS a5 Ao BabA = H Bt kk/a 8 7 TSC BB LR AFEX T
bR 12 A PAT T RIFERSES, S5 RS Z AR AL R TSC BORBIRLEE 1Y K &8sk
T ab RS HEEROR, A AR,

2.0 2.0
[IServer A [—IServer A
1.8+ I Scrver B 1.8 I Scrver B
016 [ Server C 0164 [ Server C
§ ’ [ Server D 2 [ Server D
=144 [ Server A with 8 bits removed from RDTSC E 1.4+ [ Server A with 8 bits removed from RDTSC
5
212 £12
15} S T
21,04 210 1101 E P N N T1 1 T ]
sz é . T T T T T T
2 0.8+ 9 0.84
2064 0.6
=} <
£0.44 E 041
5] S
Z.0.2 Z 0.2
0.0+ 0.0
iMB_ 10MB 100MB 100KB iMB_ . 10MB 100MB
Object Size Object Size
(a) Ml LA ] (b) Fnt

7.8 WL-2 MERETT4Y

ARICE BB A A FBC B K Web RSTEFHITERE . A AR DX I [ BEAT ORAP (9
Mg as A BARGH T R A RS R . EHARERRE, ServerC(S2 HY—ASE) —
UNEEAT AL T A 1E 8 (AR R IR 25 38 A(S1), T THORII SO, thRBHE R . H
JEE S WL-1 SO A5 S0 T35 548 & LA BRI AL 23 TR) K
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TR A4S VMFUNC 384 BT . RS % B Et i/, FERENH
VMFUNC #5845 B 5718

———————————————————————————————— SSH user authentication -
L scp e Child SSH m}mVerSion 1 Key S Session keyﬂ} 77777777777 SSH data transmission-—— R
{ initialization | initialization | exchange verification i generation R
,,,,,, 6%;581 1&;& 7o "
Server E Montgomery's ladder scalar
Server F @ multiplication for curves

——————— 5> Responding to authentication request 6— Disclosing servers’ identity

7.9 %t SCP server AN [A)FE R b

—————— 7> Sending session key

WL-3 — SCP BR%2E. 924 WL-1 M1 WL-2 JB/R TR ERE T, “d%F:” M
SHE B BRY (S2) I THRSRA (S1) Mt I, BLA TR =/ TAE SR
SCP JRZ55E, A IR (5 % 4SO S B R I B S5 A TR SR — /N )
(WL-3)o 75 WL-3 1, U4 5 TF 44 10 5 B8 4015 10 76 38 406 S AT 3 o b e A
fE, St B R {S 5 (H OPENSSL i) ECDSA 5 5 52 5 T I [ 1 il ik
Y BOR3D), AR A SR, AT B,

JR%52 BRI F 245 VMFUNC #6594 10 SCP ks 28, il dpis,
R4 58 B OBAEARE IS A RE L1 VMFUNC 464 . 4558 B T 12
A~ VMFUNC 84 H TIR¥ SCP &4, M4 F A VMFUNC $54 TIOR3
SCP 1% 4 k4.

B4 Bk s m B PR (0UR R TSC BRIIIAG 8 frposs S, BN L4
FEHEAS 12 A POSCR AR M) . FOWERs), S2 (RS54 E A F) MPkasiL T S1 (A
FRA VM AE A B 1 RS RS 28 A), M7 ELTE S2 IR T S1 I, X
W02 RS, X MR R TAE G R — SO G s K. (Y%
SEBRA TR, AERNLE] VMM FE@E G LRI %) MU R S

100

[__IServerA

I Scrver E
I Server F

[ 1Server A with 8 bits removed from TSC

T

< 4
£ 10

256MB

512MB
File Size

7.10 WL-3 &8 BETT4H
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A VMEUNC f52 1R AT . PRI, ASCRRE I “3 /" A I8 2I4F4b” B
TSC BEHINLEIA G 7 b 22, mHAEF 2R 00T e BT .

FTRRIFHEAR E I EHALAOFF 6. AN E A ENIEME A TSC RO X
FLAR R BE R 52 5 2 RE AL RO o X852 55 38 R SULAS 52 AT AnT IS 1) 0] 45 38 He oy,
BT/ 25 e g R L FSE (WseiiATr 525 & B, Rt gEs
PR B ME RETT A o

0.04

~
o

E VMI[__JvMm2 B VMI VM2
60
003 ol
2 3
[} ©2 40
E o002 8
= = 30
2 19)
Z a
g 72}
2 S 20
20.01 &
= 10
0.00- 0
A B ¢ D A(TSC truncated) A B C D A(TSC truncated)
ORI (b) FFnt3

B 711 50 B AN LR B BE T 4

B ]8R VML 53R n =8 TSC MMEBLBEFRHE, 17 VM2 R K ki
SREF, A B A SR T R FRRE B, S57E WL-2 i —FF, XA MILIE AR AT
Apache {4528, & Siege & ifio IXLLLER LRI, VM2 FIMEREFEHR /N IR
588 O S FIBER IS M B LR AL (R RSN, X FIRE S WL-2 HgiA5 45 5
5.

10
[ co-located with Server A
o _{| I co-located with Server B

[ co-located with Server C
[ co-located with Server D
[l co-located with Server A (TSC truncated)

8

N

Execution time (s)

S = N W A~ W

blackscholes ' canneal ' dedup

K 7.12 FEHBMW N PARSEC M H B GEIT8Y

AR B G — AN 286 NI & A T = 5%5F PARSEC benchmark FI520 , i H 12 1T PAR-
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SEC EAEMXRESLNL, 55 —GfTkeE4HE A, B, CH D KEUWLFEILTE, M
A 3 UL PARSEC F2 PRI . K ?%HE, —MAIEOLR, PRSI 2R N
Aid, canneal BIF-F 552 TSC BEMI RIS . AN AIX L H T canneal KZ &N AF
MM, KREK VMFUNC 84 (FEM55% B GO T) FIRE B0, — ML
B Z SR

7.4 KREING

AR FHE P M R R SRR S E R T, R R,
VFREINLEN S HE KRB & _ErA B OALI R ARG 803s (TSC) 12 F AR (ik
FIHERAIHH), CABEZIET TSC FImS R4S B[R ik 3 8 i o7 =R
VMFUNC #1, ZEAR SV RN R M AT RKIE R E R, L 1A 2L
b HOFE FESRARR TSC HIBAK n AL, BABHLE 55— AN [R5 S 4BLATL A0 A A e 1) 0 2 s gy
JEIR T AR5 RPN Bl 5 38 IR B A R RE , AT £ HE 7R IX L i3 5o b % TSC B
DB X = RPN R TAE AU SRR R W, A5 R BA LA B e 773% (41 Dippel BY)
AR TERE T4 -

H2, ZEHSAAE— SR . 152, IZBTHRIRAE S RE, @ VM-
FUNC 52 RIFAHHDIRE. 56 =, ARATABORIIN (8] VR R B8 7% (AR 77 R B HAR 77
g [T0.B3034)) F0AT G s me 2 3 Le i R UK BRI o B8 =, A5 R AR R EAE N R T
BUH P . BRI B R B, AR AR AL A BUBME BRI ERT S VMFUNC
a4, (HXATR B E B & — @ A RENR AL, BIART7T B A2 5 T
RN IR EAL 5y 52 7€ I A 8 Bk O BURAAS 387 . BP0, Bk EAUWLAT e 225K
RKEFIBR n AL TSC EMWE R, XSS —ERERNEL4RS (DOS) Biti. A,
A BT, ARSI T LA o ) R P R 2 SR KB X ATy . B, SOV
TS n ARG RES FEUNMGEE MR, PRA I 10 0T DR 58 At 17 0 SR 44
XA, FEAR R e (N, E e 2 E R WIS TE R) . A A FEFEAN
X PRS2 B /N, L AT DA I A R

B ORTE AR SC SR A T B TR B 2588 1 5 R R AT 4 75 B 1B B A8, 5 X b
AR S B S i e & b (R ahik g R R AR R, B
FEFFATSA T LA CSE I — T BT 2R 26 FE, SR R 40 Hp p g VR kAT B Al & 120, fgil 4,
Shwarz % A\ 139 F1 Chen 25 A 138 i Fix Fig RTE SGX enclave N — MR
ip b, T R T R U 1) AR G R [ Sz s b, AT s e A O e . e TR AR
B I W SRR N T B SRR, R AR TR — /MBS, AN, &
A IR TSX MEEREER) Prime 4+ Abort FIMIEEICH g H 137, &R
BEARAAT IS DU ., R A e 608 5 A HRAE At 0 T [ HG FEE PRy B 1 07 2K
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FAN ARSLFHEARE —AMEH VMFUNC SR SZHLRE UL ) 22 41855 1) . SeCage [138]
Bk 1 Intel AL VMFUNC FHRE SN 00, DU AR TT 6912 B AN [F] 22 4
A P SR BER R A P A AR, AT B LR IR rootkeit 8 AR A RA B TR AN P A7 404 o T
FEAST O VMFUNC 1B N ERMLS Hypervisor 2 8] AR ITA442 1, (&A1 18] (14
FOREHEA R, M T 302 e e .
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8 RESRE

8.1 R%Z

ARSC NS REAALNAETE A B0t o AT A% 22 A4S 07 TN X — 2 PR R T A B
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